Searching PAJ 



1/1 Page 



PATENT ABSTRACTS OF JAPAN 

(1 DPublication number : 07-038555 
(43)Date of publication of application : 07.02.1995 



H04L 9/00 
G09C 1/00 



(21) Application number : 05-155579 

(22) Date of filing : 25.06.1993 



(71) Applicant:S0NY CORP 

(72) Inventor : FUJINAMI YORIHISA 



(54) PUBUC KEY CRYPTOGRAPHIC PROCESSING SYSTEM AND METHOD THEREFOR 

(57)Abstract: 

PURPOSE: To provide a public key cryptographic processing . 
system keeping security and genuineness even when a 
computer is moved in the public key cryptographic processing 
system to communicate a communication sentence by 
performing cryptographic processing while using a public key. 
CONSTITUTION: In the public key cryptographic processing 
system to perform a cryptographic-processed communication V 
while using a public key KO at plural computers CO, CI and C2 ^ a, ..^ ^ 
as communication media, the key to be used for cryptography I / rif^ \ 
in the computer is managed in tree structure, the respective : \^ ^Sl J'-" • 
computers are provided with correspondence list (tables) TO, 
T1 and T2 for recording the name of the other computer to b t 
be communicated with a certain computer, public key, time to 
use it and the name of a reliable computer, and when the 
public key is recognized, the information in the 
correspondence list is updated. 
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MMR&ms_^'tMMt^o_ : 

mm mmoyMmwtbzcoay^^-^ Co , 
ci , C2 mmiio ^iH/^TBfWibfcMffl^tf 

■5 l^MWg^i-W-i^X r A t tel/^T. n y k° a- THf 

a y tf a. fc^-O 3 >- 1° a 5 ft!lO n >' 

yt;3.-:5?co^ii!F;&IH»-rs?>jj£;g (r- To , 
Ti , T2 m&i- K mmma-orct'^. m^mmm 




fiBjtg*ftt©si 2 ©a#«B*^ss$ nT:fe f;) . 

WaEIg 1 (DMiwrnm-is^lSmti^ 2 ©iif9g«©-tn?-" 

afigii©^>f*t^-©^A^pm *5<fcu\ ^-©^A'lfsi^sp 
a /c i6 i;: ftii b /ta€«©«»^f e'li-r s 
b. 

m 1 s/ctt^ 2 ©aflSB^/rbTi^ w^fflv^fcfflfs 

*^~fTt)n/c: i: a^fB'«¥F5©fH'lirtg^Mif-r S^A^ 

[ft 2 ] , numm 1 ©aft setts s H©tttBfHtf# 
^©fflfl»B/j'iii'i-si7';i/-7'rt©it!i©ii 1 ©a 
«s»©i;P»^^M(;:asb, t-^-D. m^LrcMinm 

gtov^Ttt«-rsafiS*W#Sb;5;V^k^Sb. 
iSS 1 ©afSSStttuKmf b/clfl 1 ©MfgSBi:. ii 

n?)©a{is«!!)Wr?.iS2©a€SH^/rbT. isg 
{i^rm^m-^rmm'iid. m^m i bb*©^^piwi^ 

amms: m i ©a€Sfi^S)Si^>-:/*^?>iffioi^~ 

;l/-7°(i:^Mb/-£i:t. 

tff©^7~;i/-:/©ii 2 ©aiisatiBii^n/c. i^nijptb 

mcrs:if'!V-foM 2 ©a«SH(c. i^iEiin b/tSI l © 

a{tSH©«i!F*3j;y^A^rjiffl!%mt'r2>B*>f<ig 1 1 

_2j3M©MlliMi§Mil:>X7:A, 

[f«3l<3S4] Ml 1 ©ajHS«^iJ&Si^>-7°*^5fJPtb 

/c k t . ^•©i^>-7°©® 2 ©a«s«fcHB«sn/c, 

»JPI^bfea? 1 ©aitg«©«»*3 j;!;^^^!!!®^^!^^- 
W>J<rKi 9;/ttt2fBii©^A^Wlii-^Mi'XrA„ 
[fffsRW 5 ] m 1 ©aflSB^feS i'"^b-^fcjii'JP b/c 

k ^(Difjv-ym 2 ©aflg«©MBBtB'ii#s 
fc. isjiirab/t^ 1 mi9mm(o^$]itsi:x}m»^^ 

mt^. IMlil $/ctt2IB^i©^A;F«flfWI^>Xr 
i^„ 

[imm 6 ] i*s©aflsifl*'!d> v ^ t mmn 
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MBPt/i©±ffi©affls«t*3v^T. sBommt^ 

©»Siitin;tT. ^■©i'VV-7°tM-rSTfir©a«S 
, it©*»t:^-©d>Mak*lB1tU 

Iff njtg&±'(it©affiSfSffis©igf^*ffig b. 
tuBBafiS«©-^n^'ntts t -uici^p«^jEPo fc 

s rc46K#ffl b/cafism©*ifji^fEit. ^m^'jkfs 

iO [0 0 0 1] 

[SII±©?iJJl^'-if'] :^mmi'j>rm (Publlc-key enc 
ryption ) Mi>'XT-i.^cii-r S fe©T-feSo m^. * 
f6HJ!tti,^iia!Bg-E!-;&fflV>T®ima{i^l?liH^tT5AM 
^^f( n y If a - ^ a « X -f C ^5 V ^ T . ^A^ IB a Bf -5t © 

oTi^X7^i^rtT-jti(1-S^^V>/y (nytfa-^) 

ossiS(« P. -r ii t *wtg;&^A^ii«^i!aa'>x r A 

20 [0 0 0 2] 

© n y 11° a - ^^tf J; 5 *1ft Wi© n y If a - Jt- 

hy-i'v'XrAtfca^Ts =S-nyt°a-:5?tt, 
■r is ©ffl© n y tf a. - ^ f;:afiS:«:3M« d k ^^'nlffi-^ 

ytfa-^^^-y by-^v-XT^AHifc'V^Ttt. nytfa 
-^ t bTttSg^Bgg!i©(a7b\ »Bjtg?S:fe©fe#l: 
nrfeD, nyifa,-^ i^m)} b T afi3^ *^~ffl#© :3 
yif 3.-^?(i:lE5ifi:Sim-r« cJ; 5 1 ^^tlT^^Sie:^^^^$ 
30 So c:©=j;'5:^nyt:°a-^':?.>y by-i'yXT^A©^ 

ffljt»si:is;> aft s:©jMffi^ ^;§iH^j-xn©-ttatrt 

_m^mrminm^imi'M3^M&mit_t^o_: 

[0 0 0 3] «»if$s^afi-ra^yxTAt*3v>Ttt. 

aft ©Siffitt (secrecy) i:*IEtt(authent i c i ty) ^ffiliE 
40 Ti/^Sc ftk;ttt\ <A^FWg-^:^3Stt^ ug^fttffi^a 

b. ^A^p^»a»ffia*»ijbS(6< b/cBg^®ii7ait:T 
feSo ^A^»»t^73i^(c*5v^Ttt. i^r^giiBg^^^is:^ 
jiffl-ra^n?~n©#rL-if'«@w©i^ifii!t«»^ 
#-Bs -A©^-- tf~tts^^(t:ffl¥©^A^i)a!*^ps/eitt^- 
wafi*^TtSo tfcMK, s:.ffi«;fefflv^T^«b/c 

IW^*%s mi-a^A^Mt?g^t?ci;A^T?^S. ^(D:x 
— tf'/-ctt©{tnaafgAi:^Sfci&, n.-- )/©gi(fiE (* 

50 •3Tffiffiaft'^tgtiE^tT5Ka, :i-'f(D'mm(o^u 
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• [0 0 0 4] b7-i'jl{fiyx 

: Butler Larapson, Martin Abadi, Michael Burr 
ows, and Edward Wobber, "Authentication in Distri 
buted Systems: Theory and Practice '\ Proceedings 
of the 13th ACM Symposium on Operating System Prin 
ciples, October 1991. 

ft b ct 5 tt^mm&iiin-v^ s r-^ -^-x t 

i/^Sr-^-^-Xtii-rSf T-«5^^?So coti^. 
-^•^-xa-*3|n]c: ■S (Dr-^!-^-X©d>i0a^IEL 

(cross link) i^*ti'*?'t-o 
[0 0 0 5] Sfc. ««Wi^^fek^i:U/tm^*^-Tl^B 

SCMZ ■ R. M. Needham and M. D. Schroeder: "Using 
Encryption for Authentication in Large Network of 
Computers", Communications of the ACM, Vol. 21, No. 1 

2(1987), pp. 993-999. 

cicDNeedhan ^(DMJi'T^li:, -o. a^avH^^^gStflii 
Xh©S>f®P^cr)jlfi©/tJ6oi±^ii Ctyiyay^-) 

[o_o o_6]_5_eLit._______ ^ 

'iCM3 : Jennifer G. Stelner,CI ifford Neuman, and Je 
ffery I. Schi 1 lerlKerberos: "An Authentication Se 
rvice for Open Network Systems", USENIX Winter Con 
ference, USENIX Association, February 1988. 

fcjf ^L/cKerberosO^?itt^©J; 5 ^J^Xt^XnOH^^O 
T3b^. Kerborosi>X7-i,-efes fEE©i!l««r«iiffl« 

h ^ ?) 5 J; 5 K-r S il A-iT* So 
[0 0 0 7] i3il§iJa^tf3.-^;og|Efctt. W;iic$m 
7 <^ ^2X S i: ttPS B i: v> 9 PrlSA^'Si 

3^«4 HIiJiJ, ^>fB3 pjf *att: ™ 

S!ifts:MMK*3tj-s*xMiijEj . Ei*y7b'?xr 

f(-¥^M9|ll;'C^^IS*^ September 1992. 
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[0 0 0 8] Sf>ti:±HB3^f;ni:*5V^T. Lampson 
^^rj^®Bg^fi:S-:5v^TfItiE^ffiKbTl/>?)o ilOLampso 

ig>S?3;Ott#:S:«>^^M0T-^'^-XTSao -r-^ 
'<-Xtii)-ii{$nT*3D. T-^^^-Xg#t>^©^A^|]| 

[0 0 0 9] 

10 imM-f^mm b J; ^1 1 -r s ise] Mmw^^m n y tf ^ - 

bV-i'v^XxA^ii^. -^-Ov-XxAl^lOfflfB 

5 ^*x h n y If a ©a^fe^^wa-r s ©aiB 

ffi^cDS^ttoppgs/j^e. ^iif'-^'^-xo/cfeoa 
a; n^sfcofcb^i'j-tiB'&e.^v^ a?"- 

^^-XOil©EM€iPpaM*^'ibs ^cdH't-^'-^-X 
;&HcOJ;at'fifflbTfflV^/iA^*^Tpgili:«:S. 3^W; l K 
^b/cLampson t:cD|!gM^fl5SB<]ti:lStiffi 

® fi: b T . #1^14 1 f ^a:fc 3 y tf a - ^ I- ^ /t j1 
■fiSH^^-OJ: 5 «:;^*Mmfflflv'X'r AtMslbT- 
Bf 6^tiifl^yXri.tlI*-An/c D . nbfe D -TSjlffl 

tt. vi/y (dCTIi. jl'fi^tf^nyifa-:^?) ©g; 

50 [0 0 1 0] ^fc. }M\^rcX'mw7iw:mti^7.fh.\z. 

■p't^T^oSg^ftii'Sti^^^b^'b^mb. {fjlit- 
s«;&ea-r§'ttv^yy (;iciT-tt. iEbvv|ff@^i! 

^stfsJEbftx-^j-«;-x) ©a^M&-rta. rr/c 
mam m-i^s.^'fum^rs.^^ . m mm 'ni<. 

mWs. n y If a - ^ ffljf X -r (c ^3 V ^ T^^ ffiitaBt-^ 

40 ti^^A^e.»i;b<^v\ cH^imt^fcisb. tm^^'p 
& < t a J; a tuff/c&®i?5*ittot s c t mmmm 

[0 0 11] 

ntf * Bi&I/^jNX h 3 y If a-^f coic^^S't < < 

50 [0 0 1 2] b/c/!J^'r=T. *5gl3|^tJ;ntt\ i^H 



mmmcom i iDminmm^^^v-y'mu ^n^en 

mm t ^mm u * & t g bo^a^jS® t^nicm^t^ 
m^mmmu ^(o^'jv-^Kmt^m i oMinmm 
<D{Lirmmm:m7 5 as 2 ©jIass t ^« ttjm^ 

^ffioS 2 ©ffiflS!«*miSnT*5 0 . HijtHf! 1 (DM 

T-ti.^^aa^feSPo ftMiH^ 1 1 /tan 2 ©fflflSBcD^ 
i.tzminmm(Dmmmt^^mmL. m 1 s/ta 

[0 0 13] MfcK, MfBUl ®a^i«Sa^ §BO 
£«b. 1 031ftSBttMiaMiL/cM i ©fflMS 

at. cnf)©jiflSB;?j^«-rsii2©ji{tsm*/rb 
[0 0 14] s/t. 1 offlfBSH*2&si''Vi/-:/*^e. 

fits Miii/nbfcsi 1 ©aii««©«fl^*5j;y~d>m* 

[0 0 1 5] aS^vHi. |g 1 cDaftsa*a&5i^>-7" 

»:&piijpfrSo s/ctt. igi©afts-w*fesi^>^7° 
immLrctt, ^©i^>-7°©gi 2 offlftsiiotuia 
taii^gfc. HSMtoL/c^ 1 (omin'^mcom^^-kii'j^ 

[0 0 16] S/c*5SBj5fcJ;na~; fii(©jl#SI«*^l^ 

T. tutBajB^'«*M5effl'r a^A^igii©asiiE«a^ ^^vp- 

Mfap|liB©±ffi©)I«SH^i:^av^T. ijB©i>» 
t^©ajffiafciip^T. ^(D^ji'-ficMt&yimm 
fi«H©«i* t ^ ©^/^FTsa ^lati mmm±iii 

na. ^-ns T-(i:i^^M^5.^p-3 /cfflMS«©«iKn t ^© 
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[0 0 17] 

^) ©a«e.'rttt, fflfi*tT5ffl#SB©ia<tffl 

w^asb. MiE*tf5ffl«^e^&«s^t\ its. 
ffi¥©fflfls«fcwt^fTao 'D^<o. MmmiEi^T. 

10 D t D bTs IMtis^-r SfflflS«©i(^' 

[0 0 18] mwmmmmmnmf!. t<Dmim 
bT±iaaB'ii#@j©rtg*^sb. mmiciA. 

mmK^Bhr. ^com^tum. Bi^jifl^tT5= 

20 [001 9] ±jzEb/ciaii¥®*i§tj-s fflitss© 
[0020] ^/jjm. minmmms.(Dmim±. i^mmme 

©a;&i^>-7°ftb, P^s'Mtb/t*ffijt*i:SJ: J; 

[0 0 2 1] 

[^M^y] 7(5fgBj5©d>pwi^iHf ^^iiav'x 7- A -^t/ ^ xai 

50 /ci6. *Xh3ytfa-^?©SI?^©{4«tlSbTjljiffl 

#^«)ST^sg^v^*mi-s„ lifflb^ttna'^B 

;S:V>ijNX hnytfa-^*'>;5:<'rs/ti6ti:tt, *Xh 
nyi:fa-^f:&^-©iifcif-3Ttf-3 TUgffl-lgl- S © 
a^-efeSo }a<©*Xhnyi:f3.-^?;&^-aStavv< 

2*\© *x_h i^g- ^^/rf sb^^^&i V^tJ tj-'-Cs lg 

Iffic^5t.^Tfe•?■n^^ifflb:&^ttl^f&&*^/^©tty^^t:- 

-^©^pjj^«Wt^iJffl bT. flfflfS^tJ^Xl- n 

40 -3TV^ft;ihXhnyti°a-^<©»?:fJi=l^bT. ffiffiiffi 
1i^gK^&S'^< ^>^t,vtx h ny tf b 
Tilft-r^o *^HJ!tt, lY«r-^?--5;-x©tfflt|il| 
iifflS^«,MW-ttai©«3g^fflv^Ti.^5o PglBWi&Mf^- 

IB©d>PjliiBg^M:>Xf AOI^MJt br. ^SMtg 

[0 0 2 2] v^^V-i^ay*^~*V^Ji^ (*x 

©^f ii)*^^j:v^Ji^) ©liiiaawa^s^fc 

-^V ^ Tidli^S c fgiiE© Tc ib t ttffl^^^S-r 2. 

50 13. ^nai?JiE3-FS;/ctt^M (I D) -^'SsnSo 
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im^-njmms^ ^Mmn^j^j^m ^ y if ^ - ^ iiit x r 
i.KtDV>T. mwimm. ^mMM'\i. im'&. 

[0 0 2 3] cntl^'Vii., jfigtbT, i^Xri:.aii 

[0 0 2 4] S Uc^bfcj;5t., ^^Xhnytfa- 
Attg^^©ffill;i!KA -i^fSIf bT^3D^ 
-S/>M©i^^F«Kii ^teoTt/^So S/Cv 
-i/>M(i^ntMt-S:%*Xbnytfa-^o^/>M 

©T-^^-X*J#-i5. 3;/c, Sll53^0f)BmaKM -i^jS 
it L T V ^ S o Inl C^H^&f^-^ * X h n y tf a - A'ijIM 

i>>Mtta?liE:3-F (S/cB^,M) I D (Identif icati 
on) Tj^^^n/ctNX a.-^^Oi>P^a^•?^^- 
^>'■vM©ftffii!T•t}■'f y LTS-To #*X h 

fc T-^ So .t^X b 3 y tf a A^~^;&S,•7^^-i>' 

^ -3 T V ^ o THRU 'Mmm itJ^S*^ S o f iJ ^ 
tf. K 1 t^b/cjjxX bnytfa-^ A*^6*X I> :3y 
tf a. - D © -b - IMS /t 46 fc * X b =1 y 
If a ^ D ©^A^ IPli! *#/c V ^ f S o t b J]^ X 1- =1 y tf 
a-^ A*'!rflS-7^-.-i>> T;6^P,d>P»KD ^jM^Tfc 

[0 0 2 S] ^ct\ TfEim ( 1 ) 5}-^x baytfa 

Aa-?^-.-i>> S/b^&UKs -1 (Kr ) ^m-^Tlb 
V\ aKs ^ii-DXmtS. (2) .t^X^^yt^a-:^^A 
ttV;?'-,-i>>R;O^P>®KR -1 (Kt ) ^}M-3Tfe&V\ 
^Kr ;&#oTMif. (3) ^i^X^3ytl°a-^^Aav 
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[0 0 2 6] CCr. T-^fFOildOJ 
i.^»^jEb<|i(^«.i;jSSbTV^So -33; Ds 

(a) .tXhnytfa-^' Att. T^Ks T-pCrfc^ * 
X h 3 y a - A J.::^^© - i>> S t Kg-r § .t^ X 

bnyifa-^;/jm-3fciifctc:&-3TV^S^a ^ 
©.t^X b n y a t s o /c t (i b So 

(b) x'^-.-i^^Stt. r^KR T-fntyil. V^.-i>>' 
10 SJ.X^'>(-©T:?>-i>'i' RfcPg-rs*X bnytfa-^*^ 

Ho/ci: tt'^oTv^Si^rgj •^■©.t^xbnyif a 
-^A^~*atHo/ctjtbSo 

(c) v:t'.-i>\'Rtt^ rSlKT TSItft^ V^-.-S>> 

H-s/teitfc^-^Tt/^S^Sj ^©7b^Xb3ytfa 

tV-'^ ilfcTSiSo cni:V:?^-i^-l^'T©-r-^"^-X 
©tpg-efes^ NsXbnytfa-^'Da, §j^<D'j>m 

20 tX\ 4^Xb^y^fa-^?A(*t^X bnyifa-^^D© 

[0 0 2 7] ±iaiJxS*^jS'3_u./c*;0^o/tii-&. -33; 

5o p<'y-fe-e>'©W#*£l'^*^t- 
e j; :3 T *j y5 -y v'^/a < -r 5 d t tf^T'^ 
So -r^tD. v^-,-i>>;^3^-IEbV^l^|^ii;fe3g■r*^i^5*^ 
«s v;?'-.-5>>;&iMS><7-tr-S^*^IEb</att&nS*^ 

t^oSi-iT-ti;. v^-,-e>> (igfiE-ftw^) tt«bfc 

c:n^^^mTs©ttffl»fT'3&So b/cjfj^-^T. en 
ttgyi^cfixS^'SSo 
[ 0 0 2 8] 'M^-r-^i/u-j^^y (^xbjyHa- 

^?©^fj) *^'feSJ§-&fOt/^T3zE-^So ^b^Xb3y^fa 
, -^*^1^ijb/cti^. «©-^(?73-T1is l^fj^fe^-fe* 
nSK b T P) d A\ 3; /c ^i^Rl^t T ilK b T 5 
;1 S d; d fc*if 5 ^ -3 T $5 < *f.S*"tfe -3 /to 
40 tsfc. .t^xb^yt;a-^©'^tffltMt-sjs?g*^~^lx. 

T#So f/c:> ^lltfcV:t--v'-va*Xbnyh°a-^ 

©^A^Mis^T^^-^^'^-xtAnsc t*^-7-^So cn* 

f#»tlb/-c*X bnytf a-^*^^fj^t©*X b 

3 y tf a - ^fSlE'r a ii-S-T' V ^ ©}S»©ig-i^-e . 

fSffl b ttntf & % 1/ ^ *X b 3 y ti° a - ©liJ^M & 
■rc:i;;^J^~t?^So 
[0029] f!j;^a~ 021? *Xb3ytfa-^B*^-1^ill 

50 bTv^^-i>>Ttgrc*n/ct-rSo ^■©fctt, 
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B J-X^^© v;?^- i>> T t PKf * X h a y a - ^ 

CCi^Xbn^'tfa-^'. ^?iJx.tfj]^Xbnytfa-^'C 

(a) ~ (c) (M^S-^^feSc 

[0 0 3 0]-mti:V^;^H\ ^Jfr^^X h n y tf a-^ 

[0 0 3 1] mmmmmmrmcm^t^:^h(o»m 
f J -r s 5^ X h 3 y tf a - ^ A f s „ 

[0 0 3 2] (1) ^mrmh ■ J^Xbnytfa-^^AJi 

Ttssovir-.— y>ti?jiTfflSn*j^a„ cnca. *xh 

nytfa-^AOSS^2it:-9--l'yb/c:t:?'S>xi' Mg-fiF. 
n-FOID (Object ID) t^-fi^x^hYVUXO 
AD (Object address) t^mm^rmUtZo CCD 
:t7>^x^h7FPX0ADfctt^-ri.X^? y^'t''^^ 

?-0?5^K>(^1-SMg|iMiEn-FL I D (Local ID) t 
5t7"i^x ^' h 7 F PX 0 A D, :t:/i^x MStiEn- F 
0 I Dtjsjg|57FUXLAD (Local Address), ^fc 
tt. sj-7^>"x i' FSJIiEn- FO I D t:t7"J^x^7 ]- r F 

i^x o A D ofi;&|u£^jic-r s ((inttfifiE^ri* < t t 

[0 0 3 3] (2) ^S) : .t^XF3ytfa-^f AA^■^i^I 

[0 0 3 4] (3) «,^7 : *Tbi/>i|l'fip/fOV^-,-v' 
-V fi:jfjg|57 F I^X L A D ;S:||J D 3TT t 5 o "^^.-i? 
•vac:©:tyi>x^ FtfliEn-FO I DfcjigR7 FbX 
L ADcDffl^|B1i-rSa ilOktS^nft. *XF3yt^ 

ft. .t^XF^yh°a-^^A©^^Mi!^ISftfilT^DV^■.--^^ 
^©r-^-^-Xt^iif Sc:t*^M3;UV^o ^LT. 
jJ-nX hnytfa-^; Att. 2^^«V:?'-.-i>>t5j-7*i>'x 
^7 Fi^liJin-FO I D. STbV^^7"''yx^7 h7 Fl^XO 
AD. mTO*^7"i^x^'FBEiiEn-F0 I DTfeS 
(o:) t. ^n6^4-^XF^yt^a-^AO^i^^ffi®■T? 

•y-'fyb/cfeo^ffi^p-rSo *is©v;^.-j>>ttsj-7~i^ 

X ^' F 7 F UX 0 A D ;&MSt IHia^O^rM-To BM 



(6) #|fW7 - 3 8 5 5 5 

»nKtt. frffimjl5;P04-7' v-'x ^ F 7 F UX O A D 
•:^VvTv^fc^'f AX^'y7'i:. jSiiW*^:7i>xi' FiS 
SiE3-F0 I D 0 : ©il^EcofB (jiSO I D) ti\ *l|0 

»t£;»T'9-'fy$nftfe©*^i^i;nrv^a„ 
[0 0 3 5] immn^mmmom^. iMsn-F i 

D*^WSil^©t:\ *»cOV^.-i>> tfgllfflfgbT 
IBMiimriaSb^i/^tlMn-F I D*^?*fe6n& 
V\ cintt-^tD. !Kii=i-F I DOjSt/HcHbTttji 
FficD^X Fnytfa-^f^ji/f bTV^Sfct/^5 c 

- t ffift f t ^ /j^ -3 /cii^ a~ c iiflA^tefe 6 n 
d t . y\ « brfgJll-'^t 5FX F 3 y tf 

t^limthr. ^ 7 'y 7°cDfl # ^-r S * X 

Fr3y^f3.-^^*fflK•r«o «*£D[igm. /^>y^'7-y 

.tsX F3ytfa-^J0#»M£»5t^r^t6T*5< 
C (C A -3 T ^ S gJSffl* T * a o 

[0 0 3 6] :^y'i^xi'h'>c'Dh^r-^^iru~iya yif^ 
20 S3#S«-&tt. t^X F=|y^fa-^}<:ov^Tt[Rlat. 
:^-7"i>~x F feiStiEoM^ti: b;&tttta'«c 6;S;V\ ktc 
b. ^SjJto 5]^X F 3 y tf a - ^ iSffl t? ^ ?S; ntt'^i 
B^v^o *XFnyt;a-^«2t-7*>'xi' F©^r-^? 

(giffiwcfe) 7^'-bxT-ts*^?>i?fes„ mmmm. 

^mtt^t^^o^-T:&. MmojiMfe^7''i^x^.Fv 
-Yyp-~yayt>ffi^o*xF3yt;a-^^msaf<: 

^tcOoFX F 3 y ti° :i.~^mm.t^ J; D fc5F7'i> X F 

30 5©ffftpifa5;p*^:/i>'x F oaTisiiET^nMij 

3}-7i>x^ Ffcfc«^fflt'A^llfi®Offi«:W 

[0 0 3 7] sr7'J^x^ Y-^^'fi^-'yB y©^J«tt. 
j}-NXF3ytfa-^!®Ji^fc(5tA.H"^bT2&So :t7' 

:y_xi'_Fj^Mi6T.*ffiMltlSi^tt 

yi^x^' Ftffi-iS^liJDaT. d.^TO^-r'-^'-^-X 

st^fctts i.«t^tjs-rsa^«ii«b. ^^ma 

40 [0 0 3 8] *ii0j3©:^liTas t^jRoT^fefefctt^s 
t . ij b/c^fe t S 5^ X F 3 y a - ^ t ©fflfl'effl 

So »it©r-^'-^-X©i,^iBa!>&M^/c:S; 
a;fcbT*3tt«\ *X F^ytf a-^**!)t;©igpjTtS^ 

[0 0 3 9] *^fil5©7ji4©^;^^fc bT. Huaib 

*^i^*ISn«o -^SD. *XFayt:°i-^f*VA'rJ« 
SirbJ; 5 t bft 1 *^fc)lfl*^'T-t&t/^nJtgi4;i,^ 
50 36So *ffiO/^y^'7>y7°^JlMbTmb<J;9 tb/t 



[0 0 4 0] iX±(c: jzE-^ft J; 5 *l«Bj5fcS-j' < 
XC^tti^mihTt, 3;ft, .t^X^^ytfa-^01^») 

[0 0 4 1 ] ±M5b/c:*5gBJ!fCOV^T, S SfcpJEBt":) 

[iS( 1 ] 

Ok- CEk CM))==M 

[0 0 4 2] DE S (Data Encryption Standard, FIPS 
PUB 46, National Bureau of Standards, Wasliington, 
D.C. (Jan. 1977) ) rj:E(Dmm\i^-n-Vii.. K = K' 

-V. DIff ie and M. fiellman, "New Direction 
In Cryptography ", IEEE Transactions on infotnatio 
n Tlieory Vol. iT-22(6) pp. 644-654 . Nov1976 

it K*^ BISK' ^Mib&n tmmiimmr$> 

[0 0 4 3] 'Ammm^-Jox^^i. ±^Lrc^vlc. Bg-^t 
XTi=sTa. ^a— If' (.t^X^3>'t^a.-:^^) Att2-:3 



^^x-sufg^j^-^c ©ka ' mmmtmtHs ^- 

[i(2] 

C = EkbC[vI> 

[iS(3] 

M=r> kb<c5 

[0 0 4 4] 'Jkfm^^m\^'^r^m (*A5iis) ^ff 

[iS(4] 

M=Ek CDk-CM) > 

20 

AA^¥S:M^a.-Hj''Bt, ?l:ijHca— tf'A*^BjMe.n/£ 
[i(5] 

C=Dka'CM) 

30 

[i(6] 

M=Eka <C) 
^#So effiffiKA if' AO?^*^to-3T*3D. b 

f|--n5©tta-+f'Aft'tf'r'$ao •OS??. a-+/AJ-;(^1. 
©a— if'^'ia— If' A ©.S^ f? ^ bTjMfl-r 5 Jl t tt^-t ^5; 

[0 0 4 5] 'ji:mm%^<Dmmthxi<i.. 

40 iM7 : R. L. RIvest, A. Shamir and L. Adleman, 
"A Method for Obtaining Digital Signatures and Pu 
bile-Key Cryptosystems ", Communications ofthe ACM 
Vol 21(2) pp. 120-126 . Feb. 1978 

KtaiiStlftR A S 73J^*^S]&nTV^5o 
[0 0 4 6] tm\^^<<Ony\^:i~^-^t^^.^y 

-^'^-X^v^XT-Artfc 1 {ilft'^ffflmbTfeV^ftlf 

(or^'tT.m&tmm^M'^^s.^. iin^»f sft^fc 
50 i^i^siT-^^-xtt5j-mwfflt-5©*^^}i-e?&2.o m 



(8) 
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^Jf. ±Hl^/cSC]l^l (Butler Lampson, Martin Abad 
i, Michael Burrows, and Edward Wobber, "Authentica 
tion in Distributed Systems: Ttieory andPractic 
e ", Proceedings of tlie 13tli ACM Symposium on Oper 
ating System Principles. October 1991) tfHfcS^ 
/cLampson ^bO^VT.T-hO-m^M'i^^^t. 
[0 0 4 7] ms^e. rB^Co, Ci, C2, ■•■Cn, C12, 

■••C21, C22, •••ttfflff^t7'5=(yifa-^ mnw) 

^^LTtsO. «K, K' A^&Uf^fbffi^i^EK t'im 

<0. anyifp.-^Ci, Cn, C12, -^^tS 

-rsnytfa-^^&^LTJsf). nytfa-^fCii, C 
12, -Oii'WKii, Ki2, •■■^felB'ltbTV^Sd.^iWx 

C2,«n>'t:°a-^JCi. C21 C22, •••*f^gtS:3>'ti° 
n>'t:°a-^JC2i, C22, ■•■©l^liifK 
21, K22, ••■^f3'IibTl-^S^^P«r-5!'^-XDB2 

Ci, C2, ■••^f»ca-rSnyt:°a-^?Ta&i3. ny t^a- 
^Ci, C2,--©d>P»Ki, K2,--':&f3'liLTV^ai>« 

t . s F^a fc H t nar-- ^ 

XDBi ;&J#-:3nytfiL-^JCi oi^lSlKi ;6'«^i6A 

^-c g nr V 5 o 3 >- i:f 3- - c 1 2 o ^^iaai^ffft 

h^m-e^, ra>'t:°a-^fCi2CDd.^WiKi2t?$.?>o J 

fci/^'5afgs:*Mi2 i:-rna\ nytfa-^fCi 

ytfa-^'Cn^Ctl^J^CDKi ' (M12) ^iM-pTfce.^ 
Mi2 = Eki (Dki ' (M12) ) ^iS!b^^i:^>'tfa- 

^Cii, C12, ■••O^MKii, K12, ■■■^iEL<m^ 
[0 0 4 9] j^iSfc^S^ytfa-^A^'H^Scfe^^n 

i^RMx-^'-^-x^Mfc^^^^ LTv^ < ie;^SA^feSo m 

^ \ 3 y tf a - C 1 1 n y t° a - ^ C 2 1 CD 1^ Fj^ i! ^ 

§0 J fciz-'dafli^Mo frn«\ t-rnytfa.-^ 



Ci £i}iA.t?DKr (Mo ) ^JSoTfeB-Jo nytfa 

-:I?CiiH-'a%1»Ki ^ffll/^TMo =Eki (D 

Ki (Mo ) ) «rt#So ^t, r3yt;a-^C20i.^Fjf] 

aaK2 T-feSo J ti/^a}iftA^M2 t-rstt. n 

yifa-:5^Co tCiSA^T'DKo (M2 ) ^jM-sTfe&do 
n y 1^ - C 1 Ui^fee Ht#/cd>iDa K 0 ^ffl V ^ T M2 1 
= Ek2 (Dk2 (M21) ) mmc. raytfa- 

^C2i©d.^MattK2iT;feSo J i:v^5iifS:i:%M2i t 
t^t^. nytfa-^?C2 tSA.'fDK2' (M21) ^ 
10 jMoT*)6-5o nytfa-^Ciitt5t(S^f#/c^A^MK 
2 *fflV^TM2i = EK2 (Dk2' (M21) ^m^o C^L 
T n y tf a - ^ C 2 1 © d> r» K 2 1 ^ # S cl t -t? # S o 
CCVI,i. ayifa-^Ci, Co, C2,tt+53Hi:fi|S^- 

[0 0 5 0] inmt^^'smf&^m^=^y^a.~^<cowi. 

5 3 y t:° ^? 7K«3gTSagnTv^a mff^ j; o tf§ 
^'&tfj;v^„ 1}^Jx.a\ =3ytfa-^'C2 o^|f1fiK2 
20 a&5;5)^CfeA^T^'3yt^a-^'CifcA;'7bT*3('J-(f, 

nyi^a-^^co ^^ala■r«.fcv^^l^fi/ttti^^s^</S; 

r?Sa^&5^ I o T V ^ S t V \^ 'If f g . M 5 © JF^ -r? 3 y i 
-^^Cll*^~SPSit;^M*^'a6S. 
[0 0 5 1 ] 3^li; 1 t^b/cLampson 6©i>XTA©Ppg 

mm. ±aib/tj;5t-^ijcirtg^3ytfa-^^fcov^ 
c 1 1 mmasm^j^mmmr^ ^t, nyvfa-^cn© 

a— tj';^^ 3 y t; a - 5? c 1 1 * 3 y 3: - c 2 1 © jfi < t 

30 jf-sTfi-^/ct-rSo cl©i:§'(?fenyi;a-^Cii;!j^ 

e>nyt;a-^?C2i 1 8;>m©ffifi3^^?M3 ^ t -r s 1 1 
ttt, nytfa-i'Ci, Co, C2 tlBtilfflbTnyt" 
a-^C2i©<i>FMK2i^t#;S;^J-tltt"*?>«!:V^b. ny 

tfa-^ci, Co, C2 mnmT^^timLmfuim 
3yt;a-jf C2iA ^53ybf3.-j?cii 



C2; Co, ci kJit)i€bTnyt;a-^Cii©i^iii! 

Kii^#%ima'&5*V^b. nyt°a-^(C2, Co, C 
40 [0 0 5 2] *5Si3t?tt. ±©Po1ll*)»!^-rS/ci6t, 

#3 y tf a. - «-?-na /c n y tf a - 

^'©^i^i^t-^od^Ms ^bT^n^^jpa/cfeWiiSb 

/c:nyifa-5?©^ft©>l^jS« (7— T";!/) *l^-3Tl/V 
T G -3 /c i; § ©S*\ n y tf a - ©a— y 

\da.-^ co^m t ^ (D'j^rm^xti b/c t # ( c © t § 

ttftiB b/c 3 y H a. - ©^.ft^tt^Tife S ) t Mir 
g^Sc »t5Jig;9;nyt°a-^;©ti-^ttt, # 
©nytfa.-^©3ii< t^ll)b/ct:^fc, •?-onytfa 
50 -d^©n-+/>e.ItS^A^F«*I^^Tfe&x.SC fcA^fll! 
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[0 0 5 3] fiJx.H\ |2|4T-riyt°a-^Cn©a— If' 
3 y a - ^ C 1 1 ^ n :y If a - ^? C 2 1 © 3£ < til it -3 T 

n V If a-^ C 1 1 *7C©ii)JlTtW-3 Tilio ft D . 
2 1 ort— tf' ^c^A^Pwia K 1 1 ^i(x.na\ n y if a 

mmt ^iit.ix<,. C2 1 & c 1 1 

[0 0 5 4] ffiOl^'lltbTs nyif a-^^Cii^nytf 
a-^^C2 ©)il<tf#-3Tt?^. d.^igiaK2 ^A^bft 
k-rSo li-Si;. 3yifa-^?C22t85ffi©)lflS:;&5M 

WtiK2 T\ '(SiliL/c:nyifa-^tt:^V^J tV^^'lf 
%m^'^f^^^ ny\in.~^Ci i:jl{f LTl^iS«K2 2 

3.-:5'ttnytf3--^C2 (i£0c);'5tb 
T. 'jkfm^UmXtl Ltca y tf a ^4l-L,^ b/cv^ 

totflSib/cnytfa-^Oi^*. LampsonP)©yXT- 

[0 0 5 5] ^A«WcV>ny^a-^®*M^l. t 
r^cMfhm trdfi* tiT V ^ n y tf a - ^ W*^ s 
if © 3 y kf a - k )« t jI{H b T V K ^i*^-r S ft J6 

3yifa-^o«Ht#^tti3ytfa-^©eii07K 

mm. a«ii©*«5g*jxiKbftfe©-p*ttn 

.i_Q_Q _S_6J__M 4 Tl.__3 y tla -i^ C o._ 
^lf#Synytfa-^<'P$>D^ Cn, C12, ••■C21, C 

22, ■■■im?imtm, &^\^^mmmm=iy^a.-^ 
T^^o §nyifa-^«tt. MK, K' ^\^9mimm 

ttf^'C^^o cn&onyif a-^fanytfa-i^:t--y 
hy-^yxTAt-a-*nT*3i9^ =&3yifa-^^a. 

ayifa-:? b T ajiS:(iffi#cD 3 y tf 
a-:5'fC?imr5t>©frs„ by-^^i^X-rAO 

[0 0 5 7] ayif a-^^^r--y b7-i'i^X'rAfcffiri 
^nrv^Snytfa-^^tt. itWiE0 3|3§©*«3tfcff 
II^nTV^St-rSo '^l;D^ nyifa-^Ci any 
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tfa-^?Ci, Cn, C12, •••^j^cg-rSnytfa-^?-?- 
SD. =iytfa-^Cii, C12, ■■■©l^lSiiKii, K 
12, •••^lH1tbTV^a:^r«-r-^-^-XDBi ^tt-o 
Ti/^So laltifus nyt:°a-:5?C2 tt^y^fa-^?C1, 
C21, C22, •••^rf^c^-rSnyifa-^^-C-feO, nyif 
a-^7C2i, C22, ■•■©^MIiK2i, K22, ^iB'libT 
V^a^^M»T-^^-XDB2 ^J^oTV^So Sfts 3 
yifa-:5<Co «nytfa-^?Ci, C2 -^K^t^^! 
yifa-:5;7:-feD^ a y If a-^ Ci , C2 -Od^MK 

;o 1, K2, ■••^lHiibTv>;g)d>P4Sir"-^''^-xDBo 

oTV^So ^nytfa-^'tt— 9-*M£JlbTi/^ 

ss^aKn ' ^-lanbTv^So ^A^j^a^ri'ifWr-rJ'-^ 

-XtSfttSfl^Stiv A^-e*A«>^ bTff •? „ 
[0 0 5 8] ^rX-^^-^-XA^^ffilbTI/^Snyif a- 
:J'ka©i(ttftt^tt\ 1 0 0 0~1 0 0 0 oggk-r 
i^^r^lW^kbTRS A:^S^ffll/>ftii-&. ^A^M 
tt2 0 0ffi©l 0jii{2f@ (1. s^aif-'y figo 

fBttti^^^NSt-raftfes T^'-^-^-xoA^^a 

20 1. 3-1 3;<:^^e'y hgak;&So 

[0 0 5 9] ^nyifa-^Co, Ci, C2, (-Mica 

Cn tbTST) a. « To,Ti't2, (- 

nsfl^taTn tbxs-T) ^n-^. M&mn^mai... 
ay\ia-^(D^m (^w . 'Ams i^t^nmm. 

fllibftnyifa-^o^tfi (*^) ^-^IB^snTi/^ 

So M&^n'iimi 1 0 0-1 00 osfit b. -^-n^s: 
m^^nmms^ii'^t bft±i^ta. ftffibftny 
ifa-^?©ias^©i!A^^vwa. s*^pbfc0*^«fe& 

k^Ka[l#giJ©-Srv>IBfc?HS-r5o DrbV^t© 
JO ^^bTfc-<o 3ytfa-^fCD«©©itcDAt??5;^f^ 

M-rna. >i^j*;goA^^a 1 3 o+aif b~ i . 

[0 0 6 0] nytfa-^Cn CD3.-^/*^'3ylf a-^? 

cp cDi^MKp ^xt>Lrct^(D^mfimmm5i,c 

/Tn-Tc »M ^Tn tt3yifa-j? Cp fc OV^TcD 

tT^^^Stt (Xt'-vT'I) a^ nytfa-^^Cp 
V^TcOlT^jM-rS (X-r>y7°2) c ^V^fc^fca. ^ 
©tf©^A^MtKp (Xx>y7°3) o 

a. {glfi b ft n y If a - © 5 © EtiMM^-o 

40 \,^rz.Ct'b'^t>t)-^^rc^s ^■©g'X5-g.T?;bftt& (Xx 

'y7°4) . fif|bftnyt°a-^<©«,?*fcnyt;a-^ 

Cp >^jsaTn ©•r^T©tT^Hijprrs (xx 

'y7°5) o -Sbft^e,. ^-©tT©ft«bftnytfa- 
^©^fj;^C, C c" ■■■t-rstt (Xr>y7°6) s 
)ntJSgTn ©^tT©5-i;. 'ftlRbftnytfa-^'©^^* 
tCp.C, C , c" •■•*^-a-sna^P>^ 3ytfa-^=! 

c, c , c" ■••*K^< iTsT-yfi) o mm^^y^ 

a-^fCp fr:-3V^T©tT©<i>»tKp fSt^nftfl^ 
giJtiiJIffiteFgiJ;^. bftit»«« t^S-^;&-^g-r S 

50 (X7">y78) o 



(10) 
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[0 0 6 1] nytfa-^Cn On-WCp 

nytfa-^Cp :^J^~3>'tfa.-^^Cn Ofl^gt^Sny 
kf a - ^ T-^ /cii^ti. r TIC^^^ iia^^P -3 T V ^ S CD 
-^-ir/fS U-r-y:/i 1) o main (cnyifa- 

^?Cp t-Dv^T©tT*^fest^ (xf--y7°i 2) a^-n 

c p p, imwtrz- ^■orch%<Dim.}L \%m i^tcny 
k^a-^?©a (ftat^?)3yt;a-^;©ti^tto) © ;o 
ffi^Itffb (Xr-yT'l 3) . ^POSfcll^&V^ny tf a 
-^'^Cq h-rs (X7--y7"l 4) o nytfa-^©!^ 
5 t §ttM€)ii>:feV^ CD efiSc^t-O^l 

Cp £-»>3y^a-^ ^nytf 
a-^'Cr i;^^ (Xr^yT^l 5) o ^JS^Tn <D3y 
tfa-^f Cq tOl/^TCDtf offitirLftafgiJ^JIWgiJi: 
(X-r-y7°l 6) „ nytfa-^^Cq tfflfibTn 
ytfa-^Cr cDd,T^«Kr (Xx-y/l 7) o 

nytfa-^Cq fOVvTcDtf©f8IMb/c3ykfa,-^f 20 
©^,»^C, C , C" •••tl-S (Xx^y7°l 8) o 

r'y7°l 9) . :i>rW-Kr •ffifcn/cRtgiJtgiftSf 
JiJ*^ -fiffibfcnytfa-^CDi&^tnytfa-^C, 
C , C" ■••^iSS-rS (X-T'yy'ZG) o -^eLTXr 
'y7"12f<:MS„ 

[0 0 6 2] £(±cDJ;'5fc»--rsc: *XI- 

^ T . ^M^M^«( 3 y ^ a - ^ fflflif- 7 h 7 - ^ >^ 
XTi^tJjV^Ts fia-ranyea-^JOK^M&UT 30 
MIBttcDffii/^Mfi^ff 5 i:: t: So 

[0 0 6 3] 

S^A^F«^^D fc D-rSii /jN^m^yxri^tisj 
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[0 0 6 4] t/c*^BJ^fcS^'< AM^^3"f(^yXf At 
}i L/ti.^Pl«|l!liEcD/c i6 cDii^St ^SV^T a^ UttPSJl 

eastis six-:J«'-<;-x-sc?3ri'-t'Xc?:)*Ffi*miht? 

S/c. *Xhnyi^3.-^cD#S)^|IW^t?iJfflL 
-ftffl L ^ na* & ^ I. X b n y ti° a - ^? CDS:^ 

[0 0 6 5] SF>t*%Bj^073jea. «CDS-j^tJ;t'^ 
St. ^ij U /cjtt S ;d^X h 3 y tf 3. - 4? cDil^B'^^ 

tat UT*3tta\ *X h3yi^a-^?*"!?cCDifm(i:H 

m 1 ] tA^*cDd.^ WBf-sf iiaav-xf- AcDiiiSH-efe 

So 

[H 2 ] *f§BJ3cD^A^mug^^ffl^yX'r AcD«0T^& 

[03] um'D<i>mm.m^mMiy:^7-L.(Dmm'^'ib 

[H 4] *|gl!l!cDi.^WEii^M~yXr AcD«0Tfe 

So 

[0 5] 0 4 (c^b/c^A^lg^^l-Mv'Xr Atfc'^tS 
WM* itSA* -r S «^cDM^)S;&/T^-r 7 n - ^ 
-bT-iS5So 

[06] 0 4 fc5^b/td>»Bf ^tMi-Xf-At*5lt 5 

A^'-r § t § cDMiT#«^^-r 7 u -f-v - h 

Co , Ci , Ci , C n • -fflfl^tTanytfa-^? 
To., Ti , T2 , T n • • SM^tT^ nytfa-^rt 
cD^^jiSS 

DBo , DBi , DBz , DB n ■ • t-:J^^-X 

■ Ko _,___Kj_,__J,2_ K _n A : 



(11) 
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[03] 
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1 c', (D'aow^bmmm'^^ 
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1 



[^JiffllE 1 ] 
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(D'jkWm.(r>%tm:\i 5 H 2 ©aflSff t 

wsB® 1 offlfflg«43j;?:>Wdgi2©a{i««©^-n^-* 
^-tif Tic^A'F«^ao/cMfam 1 tfctiig 2 o 

b, 

afig»^Mttcoafii^Bg3^A"iga^A¥-bfefcg . ais 
Kt. ^©a#SH*W'ts^'>-7'F*30fiiicDii 1 oa 

{sgftd^|flS|J&»Mt^?ib. IliSb/tafBS 

mtov>TflM'rsaft««!&^#^^b^v^i:s«b. 

fSJI^ 1 ^DafgSSfiMtBSS b ftH 1 g)afiSg i:s B 

K^A^i»fflt/^Taii*ff 5 ^ ffsRjs 1 ta«®^^ifliiBf 
[Ii#3l3] igi offl^tSg^fe5^^>-:/;6^e>{^^^©^^■ 
fffc& j^VP-yo^ 2 Offlft^g OtiigBgB'B^gg fc. K 

iiiUpbfcii 1 ©afts*©i&»*5j;tf^^m^'Sgi-s 

ffijRiR 1 3;/ca 2fB-ffi©^A^M«^5!iai^X7^i.o 

[w#jii 4 ] ^ 1 ©afssw^ss ^>-ytciii^p bfc 

fc§s *0^>-/©ffi2cDffltSMfc^ B^JiiPb/cll 
3; /-d* 2 gBfc®i^^P»g^M^>Xxi.o 

mMM^AMmjMmm.mmm&mk^xm'siMA^ 

ffi'Sl^fBtsbs 

llufBPllao±'(iLoafi■SB^^:^3v^T. gE®d>p»iat^- 

©ffiMtttlX-T. •?-Oi7>-7°ti;S'r,aTffi©afBS 

t ^-oi^^wat ^sBit b. 
affiniig*±fficoa#seffls® i^^^ffls b. 

sfcfet^ilib/£a#s«©«i'^=&RB'lts Mff-ra;^^ig 

[0 0 0 1] 



\]m±.mm'm^ ^mm'AWimm^ (Pubik-key 

encryption ) ^njli/Xri^fclt-S feCTfeSo # 
*S«^^S5t3>l^a-^?afl^>Xri.^^:$3V^T. 

[0 0 0 2] 

© n >■ tf a - ^< j; 5 %tiil^«cr) 3 y tf a - ^- 
7 hy-<>iyXrAfe:tet,->T. ^n>t;a-^;tt, i^X 

b7-^i/XT-AJi:fc'V^Ta. nyh°a 
-:J'i:bTttl@x.jt§§y©S:6\ ^nltg^cfeOfe^S; 
nTJsDs riytfri-^? mm b T ffl{l3^*^'fflg^O n 

So COi^/ftnytfa-^^^-^'y hy-i'v'X-rAO^ 

afiES-ptt. ffl«3^©3Mff € t gflmx^^o#taflrt 
stfSbTafiffi#^^Bi«-e^sga*m-rSo 

[0 0 0 3] »fflB^ffljS-rs>'XTA{<:*5V^Ta. 
aft©S}ffitt (secrecy) t *IEtt(authent i c i ty) ^fSfiE 

(d>p«) tmm^^mm mm >&ii%sfe©t 
b. i^ii®A^5ffiffi»^wjba< hm^mm^x 

— tf~/c'tt©fprLsaM^fc*s/cJ6^ a.-- )j'©tgiiE (* 
^TB^am^iSHfli^f-r^ fctt. a-if'od>i3a©^s 

r"^^-Xffl©i.^W^#a.— )fK^6;«j^bi6^P 

5 € T *5 1 , (Dmmnm- s «ffia 

'e^»bTjMSJ;5t'rSo 

[0 0 0 4] ■XMm^y^:^'-^^-^^ h7-^fflfi-i^X 
7- A ©ii-&^ ^ X (DUm"^ 7' ^' -b X ©«4J & E 

g-r 5 j^x f - ©f?ii*\ TiBoscw t 6 n T 1/ ^ § o 

Sfil : Butler Lampson, Martin Abadi, Mictiael Burr 
ows, and Edward Wobber^ "Autlientication in Distri 
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buted .Systems: Theory and Practice '\ Proceedings 
of the 13th ACM Symposium on Operating System Prin 
ciples, October 1991. 

{f Let 5 t-rs^tA^'iSgS^fi^'t ■Sr-^?'^-XtMff 

jgJ-X^'lOg^ (cross iink) WL^m'^t. 
[0 0 0 5] t/fc. «WiiB8^*fettL/'c^ffi//TfH 

-SCW.2 : R. M. Needham and M. D. Schroeder: "Using 
Encryption for Authentication in Large Networl< of 
Computers", Communications of the ACM, Vol. 21, No. 1 

2(1978), pp. 993-999. 

cl ©Needham eo^^i■r:•^^^ -O. SSVHi^gSt-ftK 

Xh©^©H©afl©/ts6©=!±Wa (-fe^yivgy^^-) 
[0 0 0 6] 

iW3 : Jennifer G. Steiner,Ci ifford Neuman, and Je 
ffery i, Schi I ler:Kerberos: "An Authentication Se 
rvice for Open Networl< Systems", USENIX Winter Con 
ference, USENIX Association, February 1988. 

S b /c Ke rbe ros ©S-ffi ^ © cJ; 5 ^ ivx r i © 
t^-feSo Kerboros>^Xf-i,-efe. fSliE©1ii|?^ifiS:fflg 

[0 0 0 7] ^mM^y^a.—?(Dmm.K\-k. n\mu 

__ftriZiLC:7i:^iiX S iiMMB^ 
^«4: g:fl-- Hik ^E m KSMI: rBj« 

?aItSM:^fc^3^^st^x^RMJ . a*y7h'>x7 

#^^lg9Ill::A:$-?^|^«. September 1992. 

;i©3^SKta2i4©;jiS'i?tt. }ifl-r5njftitt©feSJixX 

©iiWH^Bg-sfft: bfe ©^J^X b n 
ytfa-^^^'t^t;. a^^MiT1-sct■r-^^QbTv^l>o 

[0 0 0 8] $e.t±HBS:iiKl t*5V^T, Lampson 
d>lfiaElg-^ta-:3v^TgBiE%SSSbTV^So £:©Lampso 
n 6 ©^S;ttd>MBg^tfcS'^■v^/t»^ffl^/>T*5 D . 
ig.@&©tt#^[;S^^Mi!©T-^^-XT*So T-^' 

X tt^^-ffis nT *3 D s T- ^ --^-x m # fe ^ ©^aTJ 

[0 0 0 9] 

[5gHj^ mm LX')tt^mm ±mm7^w, n y ^ a - 



by-^'ivxr/^©«^^ ?-©>'XrArt©i«i 
?&tT d ±* X b n y tf a - 4? ©a^«cfi wa-r s © aia 
itsawfcfc b7X'r'y^'Wtfe:^BitgT-feD. imm 

a;a©e^tt©rtg^*^e>^ ^a-r-i?-<-x©/cJ6©a 
tt, m«>fc©t b;&^j-n«~^6&v\ otD^ a-r- 

^«-^-X©«©S)M©rB^^*'!aEb. f©»x-:5f'^-X 
^H©J;9tii/ibTfflv^/c*>^}^lliSt;ftS„ 1 1 
^sbfcLaitipson .e>©:^S{*> f:©PB^S^ffJiS:WfcJ|5('9fS 
-3T(/^S/b^ ilji^f^^^X b3>l£a-^?©^i)tt^ 
JibTV^^V^ -3^*3. S3fi©^f)BJtgMftSB©]i 

IflS^fcaiSi^XT'Atufi^Atl/t ?1-b/c D-rSilffl 

-rsii^K. <^^M*A^t5©f^^::^©»*)i!i5 c: 
ttttiWt'aScVV b;6^b**^-P>. «©73Sti:*5V^T 
tt. -7iy>' (iliiTtes jifi^t7'5nytfa-^) ©^f 

[0 0 10] S^c. ±5zEb/^;A«^3-W'^B^>X7'i^t 

-r? t ^ A©fSES^/c i:' btt" b am b. \nmt 
sa^&ejifS'^tvv'y (fiei-ett. iEbvv|f$g;&^ 
K-St^Sb/cx-^'^-x) ©S^M^-rttt. rrft 

mm^j^ n y tf a }lf8^>XT-^ t *3V^T^/>M«^ 

±<D'm^^f^E^^t\crs.r,^ ^©»(c*5t/^T. {t)i 
t V y A fc & 5 affifBttfe J; t/KIHtt© 
«;iS*^&»Sb<^j:V„ cn^Siift'rSfcii. I5SS*'> 

< -r s d; 5 tff/c&aj5§*iii)n-r s ci t jitafi^^g 

■r S ^ ^~©S^S*^ &»S b < ^ < . 
[0 0 1 1] 

[aSffi^«}5fe-rs/fci6©?IS] (:©J;5& 

mm-vm.±m(ommm:mm- & fe t . fr ft ^Sfi^ 
sstt-^nc. t^xb^ytfa-^f©^#il5tTr^:sl^r«% 

n«~^ 6 ^ 1/ ^^t^X b n y t£ a - ^ ©S^ * § < < 
[0 0 12] bftA^^T. *JSEP=!fccj;n«\ i>lFlii«:ffl 

js-r«a:«*RBitbT^^§ffia©® i ©iMssks 

©^'~>-7°tSTSMtaSI 1 offlffiSK©«^*i:^©i> 

pfla t ;&tait bs ^ e> ft g B©d>Mi! ^ntMi'Sf s 
ffi@a*taiib, ^©^>-7°c«t-s^ 1 ©MfiSB 

©^A^r^M©fESE^t7 5^2 © jti-ftgiS t *w b. Mta® 

z ©3M-efi©^ n^'nfctt. -^©Mflsis t ait nitg 

;&ft!3©^ 2 ©MMSBAmi^ tiTfe D . tuiail 1 ©ffl 
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^tf a ©fcM^ 3 >- tf a - 5? ;&-g-tf o 
[0 0 13] Mttt. tulBgl 1 ©ji-BSBtt. gBO 

SSL. 1 ©SfiSM^iilfitaSSbftl^ 1 (DMiWJi 

[0 0 14] $fc. m 1 ©gffigg^ -BfWt^ feS j^Vl^ 

2 ©)fi{ssB©MiHei^fc. mmwhfcw, 1 © 

[0 0 15] S/ta. m 1 ©il{BISB*^«.i^VL'-:/{i: 
iiiipb/ci:^. ^©^>-7°©gfl 2 ©g-fBSgfc. iSM 
tob/clg 1 ©3i{igB©^,ft*3 j;t;ftM*§SS-rS6 

[0 0 16] l;/c*?gHJ!(i:J;nB; ^iSCOilflSfi/Z^A^ 

T. iui-Hffl{tgB*Mgffl-rsi.^gg»©fi;ir«s^i^~;i'- 

7°53Hj-. |igiiftb/c7K«lI-C:-fTV\ ^-nm©! 

b. miBaiig«©±^it©jl{iSB^;:*3V>T, gB©;^^rja 

t ^ ©ffiffiiifcjin ^ T. © ^'vi'- -/i<mt^ TfiL©ji 
ft SB©«w t ^©^/>is® mm b. jiff njtg^±e 

©ffljSSBffiS©M«%*l£ b. Hfil2afBSH©^n?" 

^-ni; T t^i^rjii^-Jip-^ /ca«SB©«i«i ^© 
'mm. tej:tfs ^©^A'ii!*5;ps/c46tft!i,'ab/-c)Hi 

_10 0_1_7 ] 

[fFffl] fBfflb^tJna'&&&V«SB (n^'tfa.- 

^) ©a^M^-rta, aii^ff5?Mjsa«©3£<(i:a 
imfi^o t-rsaffiSB^jfoTv^t. fflftffi^©^A^ 

ffl^^©aitSBtafl^t?5o AM 

Its. ^A^M^'-^DfcijbT. ».tii4-rsafl 

S-B©i(^M&bT. rit-^ffl<t*tT5o ^(Dtz.^. .-f-n 
^^~noa{ijKat±Mb/cf3it^®^is^ts„ 

[0 0 18] *H^SaftlSB©±I^^ ^©fflffS 

«©a■rs^7-v^-7■?^3^-i^s^^:^s!t^So ^©SMtjs 

bT_hB3lB'li#a©rt^^^MU OTfctts ff/ctii 

■r a i'7u-7'rt©ffl#%ff 5 ffl^ ©afs«fi©d>rii!^ 
iJMfcmibTs ^©ffl^fcitgs Ht-^iaft^tfao c 
oM^. litiEfcM^-rsaitsBtt^fiE'S-f^ «ri 



*\ *IEtt©ifi/>a{t;«)^~F!It^t^Sc 
[0 0 19] ^ fi. A MIMfl>^X^A^i:|5V^rfe.> 

ti^'n©afH^Ba e c (Dmimm.\m\^x^mm±^ 

■ftb. PfJiftb/c:*«3g*fcSir:i:tJ;D. 

sfBWtt©Si/^^A"iieB§^^a^^' 3iffl'C'^So 
[0020] 

imm\m ^mnn'mmm^m^iy x r t -^v ^ t ai 

/ti6s *X b3>'ti°a-^?©*^^©fitBt^SbTajtffi 

g^^flffi-c-^sfi^v^A^^ft-rSo {ifflb^t3-tia~&6 
ziyyf. a -^^^ffltit Trfiga«-r s ©*^~ 

SS^T^So is<o.t^X h3>'tfrL-^;S:^pa(i:avK 

o7b^©*x h 3 y If a-^^yi-ra b*^?5;v^t)ttT\ m 
u (liigij) (^jsi/^Tfe^n^ftjib?a:tj-na'&g)^i/^© 

aSMT-SSo D> !illtt^5Rfe«)*e.tt\ *Xh 
n y tf a. - ^ ©^S) ^«S« t ^ ijffl b T. fflffl -r S ^ ^ 
3hXbnyh°a-^^S?)^«"J;v\ *fgHJ3T-tt. 
PpIII t ?5; -3 T V ^ .tvX h n >' tf i - ©^il ijffl b 

T. sffiffl^s^sfiF.^&s■^<^i>?^:l/^4-^x bnytfa- 
^^^sMfflbraffi-rso ifmm. mm^f-^^-Ts 

S-^-^ D , *fSfB©d>lFl W^fMSv'Xf-i.©^*^] t 
bT. Mpiltgfev>-y;&^tyffiffiaft • I^JiEi/XrA 

[0 0 2 1] St; v-f i'>-?^a>'*^^v^«-& C-^x 
b ziy hf a ©^^-i^v^tl^) ©iiiiaea^?S t 

<0. ^-nttlgiJn-FS/ctt^tu (ID) T'S^nSo 

ifmn t V ^ T tt. xjiM«^^'m x 7" i. t ji b /t^ 7* i^" 

xi' V<DZmmt7 YWyyi'''(r)m}k'Z'ib^. PtiBffi 

M^M{-J-t j-)g^-rt^-fcTg5« fcjg^ bTV>So 

3^W5:iiM l«K » Sf)t: r:^M«fMi-Xr 
Afi:*ttS;tyv'x^>©^,tu'::)ltJ . 3ykfa.-^V 
7b'i'x7^ Vol.10, No. 3(1993), pp. 37-47, 

cl©73atts RlttM^Xbnytfa-^^^?:^. *FP1 

Ate:fel.^T. fiSlJnrffitt^ mmm^. rm±. M^h 

[0 0 2 2] ^(Dl3^X^[t. -fS/tiibT, yTsT-hmm 

v^a brv^So AMii^Mn ytf a-i?a{t^>X7^A 
rt©;t7">>x^ hfca. ^-n^^^^^n/c^iHfrSH Ci:^ 

\m\ fcv^5) tv^5«;t*^^i&5o ^tu^gPei (©vir^- 
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[0 0 2 3] HI t^b/ccfc^tx ^^Xhnytfa- 

i^-¥Mtt|WJ:3-F (g;/ctt^tfi) ID (Identificati 
on) T'JIS^nft^X h3yt°a-^©d>llii^v*- 

^*Xbaytfa-^? *I1!E L /c D . $m?^ 'V Hz- J>'^ 
jMo ft D T# S„ 4-^X h 3 y 1^ a.-9ff'm^^'^^--'y 

ft H o Ti/^-^ T)lll«t^.T?gM%#S^2;^S?b^~^fe5o fJ^ 
B\ 111 1 t^bft*X hnyif A>!)^&*X hny 
tf a.-^ D tS^©^ -fe- v'^jMSftiit^X h n y 
t; a -^^ D ©l^lB»tf ft t f 5„ .fc b*X b 3 y If 
a - ^ A - T 5 d> If ^ K 0 ^ T 

s-sftt-rsi;, iin«tstiE2rL*v^©'e\ Ptga-^ft^/^ 
p W32i 5 nr § ft nitgtt s „ 

[0 0 2 4] ^c-e. Tlfl^IRs (1) ^Xbnytfa 
-^?Att-7i?s-i?-^' SA^e^Ks -1 (Kr ) ^}M-3Te> 
l/\ ^Ks ^{H-oXmtS. (2) ^Xhrjytfa-^? A 
ttV:^s-i>>R/j>P,aiKR -1 (Kt ) ^jM-r^Tfc&VX 
iiKR ^ffloTlJtiy, (3) *Xh3yti°a-5?AttV 
#--i^~tT*^?>aKT -1 (Kd ) ^K^oTfe&VX ilK 

^A^M^IEb<i<ASi:fSSbT</^So -r^f 

(a) t^Xh:3yif3.-^!Att, rUKs -^mfc. 

X I- n y 1^ a A ii^^^©-?^-- v'-v S tf^Jg-r §*X 
bnytfa-^«jbmoft;ii:(i;;S;-pT,t/^5i^iJa ?r^ ^ 
O 4s X b 3 y If ri. - i!?': * IS t H ^ ft t « b S o 

(b) v^.-y-vstt. raiKR TMt?k, v*-J>\' 

S i)(i't-©-7^s-v'-V R fc^S-r ^*X h n y tfa-^r*"! 
ar^ftc i:t:S;-3TV^;s^JSj ^©^xhnyEa 
-^^A^~*ata-3ftfc«bao 

(c) V:t-.-J>^-VRa. raKT t'MCJt. •7^--J>> 
RJ-;^i'1-©V:?--i^-^' TtCj^jg-rS^X haytia-^J*^ 

a-^ftci tfc^-^Ti/^SitiiJ ^©*Xhnyt°a 
-^*'!*M^fcl--3ftfcfib2.. 

tV^^iclt-eS?>c c:ni:V:t---i>>T©-r-^f-^-X 



t:T\ .t^X hnytfa-^Att4NXbnyti°a-^D© 

d^^P^Ba*^'KD TSSi:fSbS<i;9t&So c:©-^i3*tt 
[0 0 2 6] ±|H«£*^'ft!cf3iZ:ft*/j^oftti^-, OS 

H2:*>©v:?.-i>\'*^H©^«;&5gbft:l^r> ;^ 

^1= -:5s v:^.-i>-ytt. ><>yH2-i>'©cpi||!|s*C"t*^t 

So o^JD. v^-->>>*SiEbi/^l.^MSI^S'r*^if'5*^ 
•N':?--:>;'^;£jlS><>vb-i^;^jSEb<iiW-e.nS*^ 

m-^nyjm'r:'^^. v^s—yt C!iiiE-9— a^fej?)ibft 

tf. cn«:l^ttltS©ttHliTfeSo bft*^oT. 
[0 0 2 7] :^^fcv^i'"p-^y3y (tsXbnyt°a- 
-^'A^^iibftii^, t^*©^D#T-t*. »i)^fet;-*>* 

Hfc IfliE b T e> 5 *\ S ft tt^f)5fe.T- b T 6 
X. cfc 9 5 T*5 < imifh o fto 

■rsfcs .tsx h3ytf;x-5'©jtffltM-r5€£*':±ix. 

t;-i-5o Sfts |0|H#ii:■7:^^-y>^^.t^X^^yt;a-^^ 

©d>M®^x-^-^-xtAns ci t*^-?^#«o 

^■J Mbft*Xhnyk°a-^f*^^i!i5t©i3sX h 
3yt;a-^*MBiE-rsii-&Tfe, ^©)M©Ji-&^fes 
fgffl b ?s ^tna'^ 5. ^*X h n y i; a - ^ ©i5:« 6 

[0 0 2 8] ^5^l|^«'H2T■*X^:3yt°a-^?BA^'^S) 

bTv;?-s-j>>TfcSS'5S^nftt1-So ^©ttt. i:^ 
WKt ^*Xhr]ytfa-^?BfcA:^ib. 3;ft. 
-i>>T©-r-5('^-Xti:!lKB it^mnU,. 4-sXh 
:3yb°a-^Ba. ritKT tsXhriybfa- 
5? B ii^^l.© vif.-i>> T t gligir § 5jsX b =1 y e a - ^ 
*^H-3ft;::i:fc^oTi/^Siifr@j -?-©4sX baytf 

a-^*^*yiKH-3fttfib?.t:V^^ jSie©fcfcT\ ^ 

£:©5j-sX haytf 3.-5?. ftU«'*X hny tf a-^ C 
©|gSiE*^'T-§SJ;'5t;S;So bft^^-^T, ±a?bft-(gg 
(a) ~ (c) tt^gT'feSc 

[0 0 2 9] jMfcV^^«\ »5tT:]sXbaytfa-^ 
^-.-5>~-v 5i!^5J6T4-S i: lU b{g/g«r*3 < ^mtf'h ■§> 
*^©V:t-.-S>> t«A.1? (^tt D |R)^i©flsiS*^^e;^S) 

[0 0 3 0] mmmti^mmm\cm^t^7.Y'Dmi 



(19) 



mm^7-3 8 5 5 5 



[0 0 3 1] (1 ) mmn ■■ ^^^x b nyt-a-^; At* 

ay\f3.-^k ommm-vv--^ yLrcty^^x.^ mm 

3-HOID (Object ID) tt7i>'x'^ h7 
AD (Object address) t^itlinaXXttUt^o 
h 7 F O A D t AX ^ y 

■b-i>'*'!)ffijiL/c:^,tuSft§©V;t-.-i>> tt. *X h A t 
^-O^j^t^J-tSMMlM^J-FL I D (Local ID) t 

0 I Dfcji}pjT7Fl^XL AD (Local Address), t/t 
tt. tfi^x. ^ bllM^- H 0 I D t :tyi>x ^ h r F 

bxo ADoffl?:M54{)tc-rs (iinaiiB;$n^<Tfe 

ctV^) o 

[0 0 3 2] (2) ^ij : *XFn>'t:°a-:5fA*'!^il 

[0 0 3 3] ( 3 ) ^mmr ■■ mL^miim-^^^-^' 

■V KM^r F PX L A D ^fi) D T T p. 5 „ •7:7;-i>~ 
^ £1 CD:t:7'S>x MM=f- F O I D tm7 F UX 
LADCDfi*|H'|i-rS„ clOt^^ftfc. .tXFnye 
a-^? AttM{±firT©-7^---i>>O^A^F«^BB'lib. S 
/c. 5^X F n y tfa-^j A ©i>»^JJ|{im©v^-.-i>' 
-^©•r-^'^-Xfc§g-rSCfc*';gtH/\ -^LT. 

*x F 3 y tf a-^f A a. 2^ii©v;t^-v'> tsryj^x 

i'FlMn-FO I D. iTbV^^:7~5>xi' F7FPX0 
AD. FjjfflJJ-FO I DTSS 

(0 :) fc. ?-nP.«:iJ>X F3yt°a-^?A08i®M*e 

x^-FTFPXOAD ^Wfl U 5f Bg»P^jMt-„ 5111 

mmm. mmm^QCMy'i^x ^ f 7 f ux o a d k 

-:3t/^TV^/c5J-fi.X^'y7°fc. Mi8W^^7>>x^' FM 
[0 0 3 4] PifJifflSt*tg#mioii^. IM^-F I 

ffl>ptfufi*sagL^v^i:liM3-F I D*^?*fef)n& 

cna-r^S*?. w^gij3-F I D©®:V^tlibTtt5i 
EjacD^X F n y tf bTV^S i:V> 5 (1 1 -^^-iB 

So (ina^o2ooi(t:fpggi*^~feSo b^ts^C'v:?. 

ftiy^Cfc, feJ;l>\ ttMfcbTflJ^'T'^^^XFni/tf 

-rs^rSt bT. 2t^lSco/^y i'7>y 7°cofj#%-rS*X 
Fnyifa-^;&ffl^-rs.o ttScD|!g,m. /Vy^'7>y 
T-cDliijiiJ-F I D©5S£cDRg®*^'$-3TmbSSl.> 
jFX F 3 ytfi-^O^fJtut^iirc^i^&Tfc' < 



■ [0 0 3 5] ^7'i>'x^ Ffcav^TV-fi^V-J^gyA^' 
jg § S Ji^ . jF X F n y 1^ a - t o 1/ ^ T t ^ « fc s 
^e-7i>x ^ F feMBiE©>[\f*t b^tj-WJ* 5 ?3:V\ 
b. «^fe©2^X F=iy u-a-^J^ttfaffl-^-^^itnt** 
&*Vc J]^XF3ylfi-^'tt:t7~i>x^' F©:^7"-^f 
(»mtfe) 7i"bXTt5A^e.-T'SSo «t»fE 
^3gfitSk^^5^^T-tt. 3l^©fflfife;t7i>x<> F-v 
-i-yu-v-g y^^ffi#«.t^X Fnyt°a-;5?^|iISafi: 
ftfflbTV^SjgNg^^SSo ft/£\ 51-*^&l./cii-&. » 
#fe©/FX F n y If a ^SrSfiE'r S J; D 7i>x ^ F 

^7e>xi' Ftfeffi®sifc^A^r«offl*SiJ 

[0 0 3 6] 53-7i?xi7 Fv-fi'-V-iyg y©#Jia, ■ 
^FXF3y^^3.-^^oii-&tafc^^l13]b•r-<feSo =^-7' 

i>x F *^"ffli6T*l|^|||taS J; § v^.-i>> 
7i>x F tcm'ffl^SiJ D T. ^A^m^-r-^^-^-X 

SttJiit*. ^A^ISai:^iS-rS«5Si!^W*b. ;^|Hia 

[0 0 3 7] *^BJ!(D7;?g-p'a. «©^)Sti:t^S 
»b/cJfefe:feSiFXF=iyt°a.-^fc©jlft-pffl 

So se-t. ^»)ft©-r-^'^-X©^i^l^«^»;t/ct 
itbT*3tj-«\ *XFnyifa-^f*^7T;©igHfTtHo 

T*^e.fe. ii©fliS'ims^?>^v^o 

[0038] Ji(±ti:KE^/c d; 5 tt. -^^mmcm-J < y^M 

^y X 7^ A K ji b r^mmmMoD rctbnmmmc ^ . 
aapiiieiisn. »x-:J'-^-x-^©7<5'-i2 

X©***^P)3±T§s S/t. JFXhayifrL-^!©^fi) 

^mmm^mf^ lt. b^^^n«'&&&v^4-^x f =1 

yt?a-^f©a^T-tS/-cit'>*< bftSsa; • SSjiii 

Lo_o 3_9j_iiafa_©s?Hsaims_4.'_i« 

. i^^ek a¥:4:*^6Bt-i#i:^©atKfcj;oT)*f ssg^j^ 

T-^D. awfe^^DK'H. Bf^35:*^?>¥A^©s ai 

[Kl] 

[0 0 4 0] DB S (Data Encryption Standard, FIPS 
PUB 46, National Bureau of Standards, Washington, 
D.C. (Jan. 1977) ) &^0«#iiB|^T'«. K = K' 
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1976^jitDiffile tHellnan i-aT-T^/r^ 

iCMQ : W. Diffie and M. Hellman, "New Direction 
in Cryptograpliy ", IEEE Transactions on Infomatio 
n Tlieory Vol, IT-22(6) pp. 644-654 . Nov1976 

*i9s atK/j^asK' ^sRi^schB^ii^mt-iiiKt'efe 

[0 0 4 1] ^AWW-i-:^xW*s ±aiL/-cJ;'5JC. Bf-Sf 

D . ii ©i>IBitBg#^fflt/^TaffijHi^ff 5 iy 

:&«:;^a«*#-:3o »Ka ' (±B®atnfa"n. a- 
Hf"A 0?^*^'?;n^ TV^So ri-if' A*^■^S:M«r»ffi^St3- 
C = Ekb CM) 

[S3] 

[0 0 4 2] ^A'|fiiBt^;&^I5^'^TM^E (*A58ffiO mi 
[S4] 

m=Ek cdk'Cm:) > 

A /j-tiFjiCM^&n.— If' B (u, A & fl/t 

[li(5] 



¥^ ■ 
[|S(6] 

M=Eka (C) 

#-nSOaa--1f'A/£tf?feSo otD. :x-^k\:X'^\ 
V\ 

[0 0 4 3] LTtt. 
S:K7 :R. L. R I vest, A. Shamir and L. Adleman, 

"A Method for Obtaining Digital Signatures and Pu 
blic-Key Cryptosystems ", Communications ofthe ACM 

Vol 21(2) pp. 120-126 . Feb.- 1978 

[ 0 0 4 4 ] ^t^f t ^ < CD n ti° a - ^#ty^o> h 7 

i.^p^ar-^?'^-xtt5Jwa•rs©A^^^•JI•^-^fea„ f^'j 

±5zl5L/c>!cfi'; 1 (Butler Lampson, Martin Abad 
i, Michael Burrows,and Edward Wobber, "Authentica 
tion in Distributed Systems: Theory andPractic 
e ", Proceedings of the 13th ACM Symposium on Oper 
ating System Principles. October 1991) CtaigStl 
/cLampson SOv'XxAO-^iJ^^^^t^K'ro 
[0 0 4 5] m'iX. IB^Co, Ci, 02, •■•Cii, Ci2, 

■••C21, C22, ••■a3ffljH^tT5:3ytfa.-^? mnm 
^^LTfcDs UK, K' *^&Bi#fMiUK tm 

iic-^-a. ^^>y hy-i'i>X7^i>>t;:Jgit^nTl-^§ay 

SB^f Ci anytfa-^?Ci, Cii, Ci2, ••■^jta 
-rS3ytfa-^^;^LT$5f5. nyti°a-^Cn, C 
12, ■■■®l^P«Kii, Ki2, •■■*iaiibTV^S^W7"\ 
-:J?'^-XDBi ^Sf-3TV^So IsjatC, ayt°a-^ 

C2, a:3ytfa-^_C2^C2i C22, •••%j^S-r«nytf 

a.-^'T-feD. 3ytfa.-^C2i, C22, ■■■Ol^WK 
21, K22, •■■*fB1iLTV^S^/>W7"'^^?-^-XDB2 

Co_^Ci, C2, •••:&ftg-rS3>'tfa-^T2&!3. :3y 
tfa-^tCi, C2,-;©:i.Y^aKi, K2, ■••^tB'BLTV^S 
^^Mt-^^-XDBo *lt^Tl/^a„ ^nytfa- 

ytfa-^Cn a^A^MKn iiffiffifaKn ' ^IBItLT 
V^So d>M^d^'»-r-^-^-Xtgf|'rs#»a. 
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[0 0 4 6] (icDJ/Xr^Tii, ^i>ffi»7'-:5?'^-XA> 

v^jg-a-x r3yt;n-^ci20d>iiiittKi2t-$^o j 

ytfa-rJ'CiittM-fg-SiDKi ' (Mu) ^jM-^TfeE.^ 
Mi2 = Eki (Dki ' (M12) ) BS^Hc^yea.- 

^Cii, C12, ■••©^A^iaKii, K12, ■■■*IEb<iifx. 

[0 0 4 7] -f-^gk^s^iyi^a-^A^'M^SJ^a^n 
yti°a-^o<i.««-t#j;5 fc-rsii-artt. v^<-:3*^© 

=iytfa-^Cii!b':nyb°a-^C2icDi^W^ 

So J tV^^jIffl^^Mo f-fnytfa--^; 
Ci {<:jiA.T-DKr (Mo ) ^M-^Ti^^^o aytfa 
-^?Ciiti;d.^r»Ki ^fflV^TMo =Eki (D 
Ki (Mo ) ) *tfS„ r3yi:fa-^C20:2>f^ 

ytfa-^?Co tCji/uT-DKO (M2 ) ^M-^Tfc&^o 
3 y If a - ^ C 1 1 tt^ta ^tffti^^M K 0 ^ffit/ >TM2_ 
= Eko (Dko (M2 ) ) ^#§0 gttt, r=iyifa- 
^?C2i©^A'P»iK2i-?-$So J i:v^9)ifi:4:^M2i i: 
-rsi;t. 3yea-:5?C2 t!!iA.T'DK2' (M21) ^ . 

2 ;£|gv^TM2i = EK2 (Dk2' (M21) *#So C5b 
:C3_yjf_a-iLCjj®yA«.Kn^^^^^ 

ddTiis nytfa-^Ci, Co, C2,tt+5>tflM"t? 

3|Ric:5<D3.yt;a-^©^W^lEU<l^ 

[00 4 8] fl)fi-rs^t»^3i!JS3yt;a-^©a 

^-tttf J;v\ 3yti°a-^'C2 cyA^iiaK2 ^ 

Sj&^^lii^A^'^-nykfa-^? Ci ti:A:/3bT:iolt«\ 

So /c;^cb. nytfa-^^Ci A^nyt°a-^?C2 (D'A 
Mffi a I -3 T V > § i: V ^ -5 If f B » s -(rJ ^ 3 y tf a 

[0 0 4 9] SilidtS^L/cLampson B©i^XT^«Pn1 



c 1 1 mmm^m-wm-e&'D t. aytfa-^^cno 

rL-^f*^■3ytfa-^Cl1*3ytfa-^<C21^Da< t 
jt:3Ttf-3/ct-rSo ii(7)i:^-7-*.nyt°a-^;Cii*> 
6 n y a C 2 1 tS-ffiCiJlflS^gS 5 t f S 1 1 
ttt, nytfa-^^Ci, Co, C2 tjiRfcafHbrnytf 
a-^;C2i©^^Pi»K2i;&#^ctj-ntf*P)*V^Ls 

tfa-^fCi, Co, C2 ttfliST-^sfc'figb&tj-na'^ 

6?3;t/V nytfa-^^C2l*>G)3yl^a-^^Cll 

C2, Co. Ci t)lifcaMbT3yi:fa-^?Cii©i>M 
Kii^t#*tttia':&5:&v^U :3ytfa-^C2, Co, C 

[0 0 5 0] ±©Ffgffi;£^mts/c:s6t;:. 
#n y tf a- 'Pti^lflli^^iPo ft 3 y tf a - 

h" a - ^« ^ o^A^r^ii;^ A^ b /t 1 1 ( c © fc ^ 

t afBIH L ft 3 y tf a - 5 ) Mff 

snSo ^fil^iJ|g:&3y^^a-^^©^i•&t^^^ -ffi 

©3ytfa-^©ifi< t^bftt^C, ^©nyu°a 

- ^ ©a— ^f-^b^ 6 mmiirm-'^mxr ^p^x.^ct -m 

tt T t § © 7. lilS U ft 3 y t; a - ©iS(©'>?3;v ^^.^r^fi 

[0 0 5 1] f?^Jx.a\ g|4T3yifa-^Cii©3--if- 
A^3 y tf a C 1 1 ^ 3 y tf a C 2 1 ©jfi < KJf o T 

-3 ft t 3 y a-^? C 21 ©a— 9"*^ &^©'A^Pjg 
aK2i;&i(^TfeP.ofti:-rSo t^t. ft©3yt^a 
-^*fHlS-r?.;it:fe<. 3ytfa-^;cii*>&3ytf 
a-^ C21 ti:>ffi©ijiA;£}MSii fc^'ST^So c©:ii^ 

taa, 3 y t; a - ^ C 1 1 ?r^©±ifi)Tfc# -3 T» -3 ft D . 
S p. KimmPljic^W} Lft 19 b T 6 T ^fc & 75:1/ \ 
Sftj^fc, 3ytfa-^^Cii©3.— tf'*':3ytfa-^c 
21 © n^+n c^A^ MKi 1 :&i;;in tj:\ fffi© 3y tfa- 
^MSir 2.i:fc*<. C2i*^6Cii t isffi©ffljtS:^3M 
S d i: t S b. 3 y tf a - ^ C 1 1 ^3; ft^i^fj bT 

[0 0 5 2] immtLT. 3yi:fa-^Cii^3yh° 

a-^^C2 ©3ii<tf#-3Tfrt. ^A^rMK2 ^A^bft 
tfSo -rsts 3yti°a-^'C22(i:8;'8!©fflflS:*3M 
*3 ft(/^Ji^s. -TT't^^tiSSt^ r3yt;a-:J^C2 ©1^ 
rWiK2 '(i)Kbft3yt°a-^«tt:&t/-'J 
^B?b^"j65ftl6. 3ytfa-^?C2 tajabTi.TjaK2 2 
*i^^Tfee>^ftttT-J;i/\ ci©tl^. Mj|Sbft3yt; 
a-^a3ytfa-^C2 ©^T-feSo ii©<l;5tb 
T. d> |fia!^ltSA:^J bft 3 y tf a - ^< ^ F|^i-L,> b ft V ^ 
< ■oA^©3y tfa-^fc-:3V^Ta. ^(D'AfMm^W^rc 
i6fc'flJBbft3ykfa-^©a^s Lampson 6©i^X7- 



-21- 



(22) 
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[0 0 5 3] ^^lia^ti/cV^ny t°a-^(D^Mts t 
■T-fnMjSSKfBSSnTV^S 3 y If a-^©«,MA^ 5^ 

t . r] y tf 3. - (D^wim 3 y a - cDSao^jv; 

tf&5;&VV iinfe^ Lampson BOv-Xr A'PfclBl^'t' 

[0 0 5 4] 04-J:\ nytfa-^'Co, Ci, C2, ■■■tijg 
X.gtMnytfa-^'T'feO. Cii, Ci2, ■••C21, C 

T$)So #nyi^a-^;a. »K, K' *^6Bgm^#5 

hy-^v-XrAt^snr^sD^ ^nytfa-^ftt. 

Ti=,rt ©fflo 3 y tf a - (cfflff ^:Sr)IS c: 
tSo nyt;^-^A^$fijbTfeiHf3^ttffl¥03yi^ 

[0 0 5 5] nytfa-^f^^y>y-^'i/XrAJi:S-1i 
snrv^^ n y kf a (i. aw IM« 3 ®0*IS3i(^e 
a^nTi/^Sfcl-Sc OSD^ nytfa-^'Ci (43 y 

ti°a"-^ci. C11, ciz, •••;&f^s-rs3ytfa-^T 

feD. nytfrL-^Cn, C12, •••©^A^iailKii, K 
12, •••;&tB'ISbTV^Sd>|fW-^?-^-XDBi ^Rf-^ 
TV^S„ 3ytfa-^?C2 tt^yl:^a-^^C1, 

C21, C22, •■■^j-^iai-Snytfa-^'t^feDs nytf 
a-^C2i, C22, ••■0^a'MK2i, K22, mmLT 

yt-^i-^'Co (i;3ytfa-^Ci:C2 ■■•*^^^g-rS3 
ytfa-^T-igD. 3yiii-i?Ci,C2--©^A^MK 
1, K2, ■■■^iailUTV^S<£^gW'r'-^'^-XD Bo 
•^T^/^S„«■3yt^a-:5f tfVjM^ffl b T V ^ 
^^l-^n ^nyirf g-jf Cn al^PBitK a t 

[0 0 5 6] ^^f^-^;-<-X;^^tabTV>S3yi;a- 
^^ti!Ol?!(«/c:fcx.tf. 1 000-1 00 0 Oliatf 

(4 2 0 OffiO 1 Oiia 2ffl ( 1 . 3 ^l-D ti'-y h) gjK© 
IHIiMiS^^'i;® ht^Tcib. r- --<-X 0 A t $ 

1.3-1 3';'<;<3^ti^y h?SJti:*So 

[0 0 5 7] ^nytfa-^^Co. Ci, C2, (-IS6^fc(4 
Cn fcbTST) tts a (f— To, Ti,T2, (- 
Kfl'^)t«Tn tbTg-r) %»:3o m^cO^ftttt, 

aytfa-^rco^tu (^ft) s i^rrn mtifcmi 
«o Pi&^(Dnmt 100-1000 ggfcb, 

iHR S ff^ bB'I ^ -a- <); 5 t b /cif^ t -fiW b /t 3 y 



^5SbT*5<o 3 y 1^ g - cD^|»(PAg g ft E^MM 
tniS. ^JSgoA^^tt 1 3 O^^aH^y b- 1 , 3 ;>< 

[0 0 5 8] 3yif a.-:J!Cn ©3— ff*^3 y tf a-^? 

Cp <D{LimmKp -^xt!Lrct^(DmM§^mmm5ic 

frA^'£.§fct (Xr-y:/i) tts 3ye3.-:5^Cp c-o 
iv^T©tf^#"Jjg-rS (Xr-y7°2) „ ^t^^tfrfca. ^ 
©tf©d.Y?3»tKp ^tb'^S (Xf-^y7°3) o 

a . fSii b /c 3 y b° a - © 5 -fe © ^" nti-^mA^-D 
v^/cC:fc*^t5*^Sfci6. ^-©Ix5-a/j^bftfi (Xr 
>y7°4) . 'ftab/c3ytfa-^©:gift;t3yt;a-^ 
Cp ^jSSTn ©t'^TOtf^iJIfrS (Xr 

'y7°5) o -5^b/c;S;e.. ^■©tt©€«b/c3yt:°a- 
^(D^m^C. C C" --frstt (X7"-y7°6) . 
^jSgTn 0«tf©^ti. -(ijj!Sb/c3yk:°a-^J©^ft 
(i:Cp,C, C . C" •••*^^!Sn5?3;&. 3yt°a-^ 
C, C , C" ••■^Pt< CX-r>y7"7) o ««(c3yt° 
a-^'Cp tOt/-^T©tT©l^r^atKp ffit^n/taf 

(Xr^y:/8) o 

[0 0 5 9] 3y tfa-:5?Cn ©3— tfi^jN^Cp ©^M 
^# J; 9 t b i: ^ ©SMff f^li^ ^ 6 1 ^fo S -r\ 
3ytfa-^Cp *^3yt;a-^?Cn ©'f-icataS3y 
ifa-^-r-fe-p/cti-a-tt, t-r^fci^M^to-^Tv^s© 
T-IIT-rs (Xf-yy'l 1) o ?^JSgT„ t3ytfa- 
^Cf (i:oi.^T©tT)6^~feSfc§ (X7^'y7°12) tt^n 

©#tTi;'f-^St&S3ytfa-^t'ov^T. 3ytfa- 
C p fo^ib ^ /t H -3 fc t * ©J=M i: iilS b ft 3 y 
tfa-^;©^ TOfc:&«.3ytfa-i?©iimo) © 
Ip^lt^'b (X7->y7°l 3) . ^p©*fe'>;&i/>3ytfa 
-j?^Cq fc-ra (X'T'yT'l 4) o 3 y h°a-:^©i; 
A^~«^?> #ttl5IS(04'--*v^fe©?b^e.fiS(i:— 3^Ji 
,^f;-2__3yt;a-^^Cq fc7ts«iiTli4gb; 3y^a-^ 
Cp ^^:-®}fi^.^3yl:fa-^^ (-tt^SSS) *3ytf 
a-^Cr S (Xr-yT'l 5) „ >r^tSSTn 03y 
tf a.-^ Cq (C-Ql.^T©ff©ffit)fl/-cR#glJ*ilffifl$glJt 
(XT'y7"l 6) o 3yt°a-^Cq tji{SbT3 
ytfa-^Cr ©l^F«Kr (X7^^y7°l 7) o 

3ykfa-^(Cq (i:0(/^T©fT©Milbft3ytfa-^ 
©i&ft^C, C' , C" ■■■tt^ (XT-yfl 8) o >M 

iSSTn t3yifa.-^Cr IC'Dl.^rCOn^i'f-l&L (X 

■r^y7°l 9) s <6^iDllfcKr ffitorL/c(l#giJfc31« 
gij*. •(i!lib/c3yt;3.-^?®iS®(i:3yifa-^'C, 
C , C" ■■■■■^m&t^ (X^-y7"2 0) o ^bTXf- 
•y7°l 2tSS„ 

[0 0 6 0] Ji(±©cJ;5KMa-r52:ttJ;0^ *X b 
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nyt°a-^^®fm ^st/Hi. ^fi^s.'^ Ynrnmii^ 

[0 0 6 1] 

[0 0 6 2] $^c*|gH;5ta^'<:^««i>i(i^Xri.t^ 

t/cs i]NXb3yifa-^©»«:aS«(i:fiJfflb 

[0 0 6 3] SS(C*Jfgti©:^i5:tt. |^^*©77Stj;t-^ 
Si:^ #ilL/c5tKfea5}-NXhn>tfa-^toafgT 

fe;So ^fj^tox-^'^-xo^m^'i^/c 

3; i; t LTatt«\ 4^X b n y tf a - *^7^©tifl)TtR 



[0B©W&|IM] 

[0 1 ] wyMmB^^mmi^T.T-d^mm'^'^ 

So 

[0 2 ] :^mm'Mm^^^mMi^7.7-i.(Dmm-r?& 

[il3] $^5|5©i.^WUg-^Mi-XrA©W0TS 

So 

[H 4 ] +feBj5©^A'llfl»Bi^5iiai^X-r/.©«l2l'efe 

[|21 5 ] 0 4 t^b/t^A^ISI»Bt^Mi'Xri.t«5ttS 
its A:/D 1" S «-8r©^aa^ffi^^5-r 70-?- + 

[06] 0 4 t^L/£:i>MEI0^MiyXTi.t*5tJ-S 

i:j»^A^-rs t t©MiT¥«^^^7n-f-v- h 

T-feSo 

[|?^©iJii] 

Co , Ci , C2 , C n • • a«*tf 5:3ytfa-^? 

To , Ti , T2 , T n • ' mn^n^ 
mm 

DBo , DBi , DB2 , DB n • • ■r-^^-X 
Ko , Ki , K2 , K n • • ® 
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[Mf0] 3^1^7/36 0 (2 0 0 1. 7. 6) 



immm #i)¥7-3 8 5 5 5 

[d>fjf0] ¥J?E7ip2j^7 0 (1 9 9 5. 2. 7) 

im^m mmf'j>m- 3 s e 

MSSS^] W¥5^i 55579 

[ais#fT-^3m'7iK] 

H04L 9/00 
G09C 1/00 
[F I] 
H04L 9/00 
G09C .1/00 



[JitBB] ¥Jtl 2ip6;!2 6R (2000. 6, 2 
6) 

L^mWlE 1 ] 

mmmwm^i mmm 
mmm<Dmmi 

jaiifl-a^:gti-r&, 

2. 

m>m 1 tmmmmm.. 



fefe]^ jgiB b fcaiH^^gg):^^f^;g:gB1i1-S b. 

@gi-aaftggfcafiBit^^mcoafiggsitt^^'^$i 

^t&dSBOl^Pai!^ AC^ bfe fc: aMfB'li#ltqBB1i 



u 

nt. ^ns /chubBII 1 s tcim 2 © 

m>m 1 1 ] waB® 1 ©fflfflsott^ gawMtBBB'ii 
mmi^ -D^^rmt 5 mmmmt^^u b^s; ^ ^ t s« b. . 

1 ©ffljiSBttMIBSSbftM 1 ©aflswt, K _ 
i»>j<r^i ogBic©^A"iagiBg^W'>X7^i.„ 

^'Vl/- 7°t-tlf W t as b ft § . 
ff/t;S;i^Vl'-y'©il 2 ©iimSBOHirgBfBlM^SJfc. m 

gMlH 1 0 afea 1 1 sB<g©lTjaBg#Mg v'X r Ao 

gf^iH 1 0 tfea 1 1 gBig©^A"rjiiBg-^$ag->XTi.o 



bft7KliiS-t'tTV\ 

®®^rB'B,b. 

tiitB[ig«(0±ffi©5iji««t*3i/^Ts ga©d.T«t^ 

w©:fe«s h^n'Amk t mm u 
mmmrji±.mmmmmmn © mmm& b. 
WBB)iMSis©^n^''ti«. -^tit -c-K^mmmw-Dtc 

s ft i6 1 \m Lrmmu(o^mmm. mf\t^ 

[000 1] 

mm±.(rMm'r}m^ ^^m^n^t^mmm (pubiic-key 

encryption ) ^Sv'XT-i.fcH-rS fcO't'feSo # 

SB -3 T V ^ S f^~- X t ES^A^ W^SS-r S il t 
j;'3Ti^XxAF^t?fii|-r5^§vj^y (aytfa- 
^) ©SJ-m^Me-fc: tA^nIig^j;^^Maflg^Ma^>X 

[0 0 0 2] 

© n y tf a - ^S^C ct *mi?Mli© 3 >- a - ^^ 
by-^v'XT-i^tfc'V^Ts ^ayt;a.-^tt. i^X 
©{fil© n y h° a - }ljS3^;& MS C t nlig^C 

X')\zt^ctt)m^ibnT\^^^o c;©=};5&:^«:3 
ytfa.-^J'j^-.'y ^7-^i^X■ri^^i:^5V^Ta. nyif a 

-^tLxf<mf^m^m.(om\ »Fijtg^fe©fe^j; 
y tf a. - ^ jE 51 1 J im -r J; 5 fc 5 n T V ^ « s *^ £ 

a„ g :©cj; 9^jyifa-j?jj---y ^7-» -yX^r Z^^©^ 

ffliSESTH*. a{i:^©jM{t# tgff #«^©«tffl{irt 
g^it^^jijisnftD. m.imm-^^m-^^rc'ot^'^m 

IWfeSo £:©J;5 4A»i^>t!{3ytfa-^^'XTA 

[0 0 0 3] »[tfB^jMfrr«.i^XrAt«3V^Ttt; 
ffl«©iiffitt (secrecy) fc *lEtt (authent i c i ty) ^SffigiF. 
-rst nl^^T-feSo c:tLSTjlfl©a>®'[4t*IE 

Tt/^So ftt^ti", i>MBg^*is:tt. Bi^fttffi^a 

b, l^FJ®;?j^&«<a;a!^Wbl|< bftBi-^MTSx^T' 



■^rm (Dimming trj::&rci6. rL-^mum (*a 
T *5 § . X- ^ ^-x e. ©'If f stt>p|jS-r s 

[0 0 0 4] AMSnyt'a-^^t^^y hy-i^Mfgv'X 

a-r s X T A ©i^j TBa©3i»;K ai-^ s, nr V ^ s „ 

3i:Wl : Butler Lampson, Martin Abadi, Michael Burr 
ows, and Edward Wobber^ "Autlienticatlon In Distrl 
buted Systems: Theory and Practice Proceedings 
of the 13th ACM Symposium on Operating System Prln 
ciples, October 1991. 

c oii^tiaKsnr v^s ivxxATiis t-^^-x 
i,iMmmi^'^-^j:'h^-Dr^ <o . i^^«©T-^-<;-x g 
#©d>r«ttPi»-rsx-^-^-xt^snTv^So m 

^ti^. S ^-X O^A^Ii 

V^57'-^'-<-Xf;:ji-r?.3;t:«t?5o CO^-^, 
-^•^-X«-o^ci -5 ©f'-^f'^-XCi^i^M^IEL 

jgWI-OMsc (cross linl() a*t|^-r„ 
[00 0 5] S fc. itW^Bil^* i: K L/-c;3?SA^TlH 

3tW2 : R. M. Needham and M. D. Schroeder: "Usin 
g Encryption for Authentication In Large Networi< o 
f Computers ", Communications of the ACM, Vol. 21, N 
0.12(1978), pp. 993-999. 

rjaNeedham__&_©Jiffi_S*,__--2_.___S_&l^^^ 

b'&x.sisgiE-9---'^t^*x h toy^'Umm--^^- 

X 1- ©^©Rll©fflfl©fci6©il;#a! (-b >y a ^4^-) 

[0 0 .0 6] $5>fc. 
ili);3 : Jennifer G. Steiner, CI Ifford Neuman, and Je 
ffery I. Schi I lerlKerberos: "An Authentication S 
ervice for Open Networi< Systems ", USENIXWinter Co 
nference, USENIX Association, February 1988. 
fcg^l^/cKerberos©73?4(S;^©cj; ^ ^v'Xr A©^?iJ 
T-^SSo KerborosiVXrAT-ts gSiEOfiW^ftiCfflm 

[0 0 0 7] Bl«Sinyifa-:5r©E?IBi:a. fttgliE 



«4 HWJ^ R-s piT Wf: rnifi 

§«BtWa«i«K43ttS*XMlijEj . 0*V7h'?x7 
#^^^Sl9 0Adi^ffi«s September 1992. 

c ©3:£FKKfatg©>? ?s -p-fi, iiff-r s ^mm^ s * x 

[0 0 0 8] ^F)(;:±ia3^fi Ui::^3l/^r. Lampson b& 
^A^miJf ^(cS^\^TBgfiE*jf ^ bTV^So cl ©Lampso 
n &©7??*«^A^MBg^ti:S^~v^/cMBjE;&ffli/^Tfe' D , 
*e:NS^© MS© r- ^ ^-X S „ ^ 
'^-Xtt^iSl^nT^oD^ r-^'-^-Xg#fe^©^A^M 

[00 0 9] 

^^.-y h7-^7i/7,'rA©it-o-v ^©i^Xri^l^©®!! 

5 ^*x h 3 t° a ©a^^wau-s ©ttia 
?ga©fi^tt©rpglI*^5^ «-^7'"-^'-^-x©;fefc©if 

tt. S;^5;5fe©hb?5;ttna':&&*V\ -oSD, Slr- 

i?-^-x©a©sa3M©rHW^!£u;. H'©af^-^f-^-x 

^Jf©J;5fcfHfflbTffli/^/cA^A^TBlgii:*5o Scii; 1 1 
^b/cLampson ^©T^iSa-, COISjiS^Jf^Sfi^tlfj^DiK 
•3Ti/^;S*\ Mft^tT5*X hr!yi^a-^?©^S)tt# 
jlLTV^;5:V\ S3fi©^fjnim»tgH©)i 

ft«B^^©ct 5 *y^g3mfflfS;>XTAtSfj!UT- 

wjtcjifi^yx'r/.fceaiAnfc D . ^i^tc 'ot^)m 

*m5nT|5D. ?-©j;9*igilK^A^iiaB|^|«riii^ 

•rs^^t. i>M%A^^-r5©t^A©»^&Ms c 
tt. -^jyy (JiiiTtt. ll^tT^nytfa-^;) ©f# 

•Jlc: ^ AolMU-S* H S ii-a-A^ b «~ b a'li^fe b, -fSiis-r 
sa!^fKii'rS'^tvj/y (CC-e-tt, iEbVv[f>iig;?r#!( 
fuSfcfS^b/cT^-^'-^-x) ©i(*!gcF>-rf;:tt. rr/fc 

Mi 4 :3 y t; a - ^ ffl f S X r A *3 T i>|SlPg ^ 
^r^mm t S d.Nii!^.lF. a t A^-r S 3; t ^ A 

^§ V y*^^ Ate ^ s c: i: ttS^ffitecfc tf K.iE'ffi©ii 
^^*^6»sb<&v^o cn*a;^#'rs/ci6. fasg^'>* 

s*^©«#>5;(f s b< . iusiWTfe^jvv 

[0011] 
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ii.mt^!r-t^\ Bin icish-^nm-V^^tU'S.Lmf 
[0 0 12] Lft*'!-3T. WJ3fccfctlH\ i^ii^a^ffl 

[0 0 13] &mi,ci,±. mmm^mr:. mt g. i^'/v- 

[0 0 1 4] ^fc. fe;g>j^>-7°Kab. ^at^j^";!/ 

[0 0 15] s/cs. &^if;v-yi,cmmLrct^. ^ 
[0 0 16] a;fc. imm^^ti\t. 'mmnim^-^Tm 

[0 0 17] sfc. aao^A^MaifcM 

a^w b. '■um^^mmnmmtwmmwwM 
sg^mig nr jo ij . mqSBdT^a^ A# b fe 
at^iBii^isgcDfHtirt^;&Mifi-&fflfaggsE/j'' 

[0 0 18] 3;fc. gai-5j^';V-7'^c{t!lg)^>-7't£: 

[0 0 19] 3;fca. Bgt-aj^>-/(ca«SB?bm 



[0 0 2 0] 3:fe. imm\-^^xi\i. gBg^^A^ro^ig 

» mm b. g 6 g Bg)i.^ii^ii a t:- 
maj^iB'itb. ^tig^T-tiri^ig^^^nofeMgBmi a/t 

iga^?;na fetcfgiiabfefflfMSgq^ii^iB'ii b. g 
g-raafasBfcfflfgHjt^^ftiioaiBgasg^g^ 

b. -ft!lg)Sgg)^A"FJa!^A¥bfeh#. tBIi^g^Mff 
[0 0 2 1] ^fc, immK^^\f. ^A^feffil'^Tffl 

-3 T. ^ n^^n*^ g Bi7)i.^r^a t is^A^F^atc^tjs-r a 

8St?i!^H3tibTV^S»©m- 1 oafSSBfcs MSBffi 

iccDH 1 ©a'figB*i^>-7°^3Hj-b. ^-n?"noi^> 
-ytcM-rsttifB^ 1 ^oafiseo«i^t^©^A^iflai: 

«rlB1tb, ^-0^/';l/-7°t)l-rsig 1 cDfflfHSB®i^l 

iiofgtiE^tT5®2©fflflsitti**u tgrB^2oa 
fiSBo^-n^'nta. ■?-©a'(s»«fca{BWt^^fi!i© 
m 2 ©aft SB*^^s*nT*3 D s MgBiB 1 nmtmm. 
*5jcuwasi2®aiss»®-^n^'txt. ^nsc-rti^ 
«^Sn-3/iBfiBBS 1 s/ctt^ 2 oafSS«©i&S;t^ 
0^^r«^ *3c};W\ ^Oi>P«^^PS/ci6fi:«j|Sb/ca 

{asg©^»^FiBii-r a^P^^w b. a{t«B*Mte0a 

fSI^BO^A^IM^A^ b/c t aiSB31i#S©tB1irt 

iifc a, ±i3afBgH t ttBg-^ 3 y a - ^^afi^tf ^ 

[0 0 2 2] wm^\t. MKiii ^oa^tsa«^ ga© 
tuRBffi'itg^at. •f-©a{tis«*^^ii-rsi^vi/-7'f^©{tii 

. _ _ ©_SJ ©aMM«©l^l«MMKMi b._fc^^^ 

b/caflfiftt-^V^TftlBt SfflflS«*^#S b^V^ t 
S«b. iS^- 1 ©fflftStttttfilBSflb/c^ 1 ©fflflS 

at. WA^isa*fflv^Taft*tT5c 

[0 0 2 3] |g 1 ©MjB^H^-fltWfci&S i^';!/ 

- 7°*^ ffi© 7°t ^'M b /c t § . Sf /c * i^Vb- 7° 

©ffi 2 ©a€sa©tuiB!Hiig^st, wMMhrz.m \ © 

[0 0 2 4] 3=/fcas gii©ajs«B^sai'>-7"t 
jiiljpb/ct^. ?-©»-7'©SI2©a'(9SBts »}I 
ijBb/cf? 1 ©afflSB©«rl45*3 j:tf^AT«^3lti-rS„ 

[0 0 2 5] S:/c*|gPJ5t IM©aflSB*^~^A^ 

T. MBaff SBAHSffl-r si>rffW©Bir«g^ 
fm. PiSikb/c^w-jg-^'i^vx ■^ti?~^©ffl 
«s« t g a©<A^MM t ^ti t ^fst s»m«*i3ii 



inmmom^ t t ^ fait l., m\mwj:±.iiL 

[0 0 2 6] 

©i(*g(P>tJc», fflff;&tt'5jlfflS«€ijfi< til 

iw^siiL. mm. (.mm) mTyM\nm.u-^'m^^ 
[0 0 2 7] if^t. m^mm.\mm<Dm^. ^(owim 

^tufcSSLT. ^Offl^tlfiS. H#^fflfS«rtf5o d 

[0O2 8] Mfi. ±Wimit'y7s7-i.\^^^^x^. ^ 

[0 0 2 9] 

3 y t; a ^?-oii(cf#o TESfflft-r a 
ftiE (Mm) fc*5V^Tfe^-^a;&'(tfflb;&tj-na'^e.^t/^cD 

3 y h° a - ^ t f ijffl b Ts fiffl-r s 

.t^x^3yt^a-^f?:i)le,•l^«'j;^\ *f;gifiT«v ffi* 
Has t Tv^feiJ^x Yuy\^a.~9 (D^mmm b 

T. mWa^Mil^as-^ < '>&v^*X b n y b°a- 
^^^ffi-fflbTiM-rSo ^A^Iii!x-^-<-X 

pgHfflMiSM(^-tttiHiv^yyof#ttfcS^iSb/c:SHil#tt 



[0 0 3 0] Sf\ v^i''L--j^3y*^~^i/^«^ (5J^x 

^ntt«3-Ftft:tt^tu (I D) TftSnSo 
*^Bj5t^51/^Ttt. :^M«i3'tS(i/XTAt)ab/'c^7"i^ 

rm im. mm ^Mwrnm^yTsT 

7 h'i'i7, Vol.10, No. 3(1993), pp. 37-47. 

c(Dt>m\i.. BrjS3a*xbnytfa-^f;&^^. ftpl^W 

i.t*3v^T. rBisuwig'K^ ^aijaiitt. a^stt. mh 

[0 0 3 1] cnl^srsii... -KStbr. i^x-r^afi 
u^StbT^'^So AMS^^-M^yt^a-^fHSiyXTA 

y'-v) •r-feS:t7'v'x^7 Ftt, 3£ifi^-J:tV^5:t7'i>x 

jSbTV^S/fcfc. *Xbnytfa-^;©^ij^S;^,M^[S 

[0 0 3 2] HI ^^:^b/tj;5^^:^ ^S^Xhnytfa- 
0. 4^|§cr)v;t--v-> (affgaSitt) McDi>|f1«!KM 

S ^* X h n y If a - 5; oy^ ma® f-- ^ -^-x «:fif 

IS^if o X h 3 y If a - *^-a^i b TV ^ S PS D s M't 

(^mt^m) ID (Identification) TJt^?n/t* 
Xhnyea-^©^^««VJ?-.-5;^i'M©affi«T-9- 

-fybTiM-To ^;hx h 3 y ifg- j^ av^-— y> m© 

b ny tf 3,-^«|g,IiEb/c: e!ffi>< ^y-fe-i^^iM-p/c: 
DTtSo 5^^X h:3ykfa-^A^'il|^?.T*-i>>fc)S 

bxi/^sii-a-ta. i/^<-p*^©-7*-i>'-v;&iit/ca'-3 
. TV^oT)i#^i:l^«;S:^#S*;^^*':ag,?.o l^-mtf. ISI 1 
fc/?; b^c4-^X b n y h° a-^ A ;^)^ &*X h a y tf a-^? 
Dt?^ffi©;>< -y-tr-v';fejMSfcfet*X hny tf 
D © 1^ M a !# /c V ^ t -r a o b * X b n y tf a. - ^ A 

tst. cniMgiiE$n^i/^©T\ iifliio/ci.^«;^';jM 



[0 0 3 3] ^^r\ Tiag^M. 

( 1 ) h n y a. - ^ A VJ^-,- J>> S 6 a Ks 
-1 (Kr ) ^m-DXib^\ SKs^fgoTS^iy. 

(2) *7,h=i>'ea.-:J?Att^'^.-J/>RA^eSiKR 
-1 (Kt ) ^3M-3Tfe5V\ aKR *f£^TKO^ 

( 3 ) *X h n y kf a A « Vir--S>~-^-' T 6® Kt 
-1 (Kd ) ^5MoTfe5V\ ftKT ^fgtjTKfy. 

[0 0 3 4] t.^r\ ^v:t^->'■v^* r-' 3[n]ci9 0j 

(a) *Xh3>'lfa-^A«. rilKs XUtst. * 
X b n y A W?5-7^--i>> S ^i:[?$Jg■rs.t^7, 

(b) V^--^y'-vStt. raXR Tt«£?fc. v:t-.-i>> 

(c) vir>-i>>RB. rSiKT xm^t. v^^'s-i^H' 
R iX^-l-© V if.- T PJg-r § * X 1- 3 y a - 

©^^•?*a^ ^.t^x^3yt°a-^^Da. gi)-®!^^ 

tX\ 5l^X^3y^fn.-^Aa4^X^^yt°a-^fD© 
[0 0 3 5] ilBffiS^MDiZfe&^^^/cli^. -^-^ 

v^r-.-j^-v (SiiE-it-^^) ii«L/t 

[0 0 3 6] ^^tv-r^^V— >ay (*Xhnytfa- 

-r-tSo tfe. |H]fllFtv;^-i>>«.t^x^3y^fa-^^ 



m t^ «L/C5J^X b3ytf:x-^*^#«j5fe©J^X h 

ftfflL)S:tj-na~*6^vvtX h ay tf a-^?£DiS(;&2SP, 
[ 0 0 3 7 ] I^Jx. 2 X h n y tf a - B 

r^SilKT **Xhn,ytfa-:5fBtA;':L, S/c, v^s 
->?-vTOx-^'^-Xti:»KB *Xh 
3yi£a-:$?Btt raKT -eMCyk. ;J-^X^3y^fa- 
^ B J-3^no V -V T t p^gl- S X h 3 y If a - ^ 

CCOjJ-nX bnytfa-^, f?ijx.a'*x b3yt°a-^C 
(a) ~ (c) tt^<BT-^«o 

[0 0 3 8] i^fj^tT-^-^Xhayifa-^ 
L. ii 5 ^HIE-r S t a^SjjJt© -7 - 

[0 0 3 9] mmmn^mmrmuUf^tsT. v mm 

fj-rs*xb3yii°3.-^'%A frSc 
[0 0 4 0] ( 1 ) mifWa ■■ *x b ny ti°a-^« Ati 

*«©Vi?'-.-i>'-vfc1?]tl-«p:&pMS„ (infc«s *Xh 

3 y t° a - ^ A mmm y l /c ^ 7 x ^ b iSBU 

3-FOID (Object ID) k:tyj>'x^ b 7 FPXO 
AD (Object address) t ^MWjnx.T|itiE-r§o cl© 
:t:7~i^'x ^7 h r F L'X 0 A D t a^-Y iX ^ y 7°;6^-tt 

^0-T5^fc>(^1-SMpjfii!^ij3-KL I D (Local ID) k 
:t::^~v'x^ FT FPXO AD. sl-7"i>~x^' FiiJJiJa- F 
0 I D tmW^T FbX L A D (Local Address), f /c 
tt. tfi>s.^Yfm^-YO I DkJj-:/i>x^'F7F 

ux 0 A D (D'amumz-t^ (c naisiiE^n* < t t 

J;i/^) = 

[0 0 4 1] (2) » : *XF3yea-^A;b^';^fj 

[0 0 4 2] ( 3 ) tmm ■■ if bv^iiffim © v#.-$>' 

■y t JiFflT' F l^X L A D ij D TT t. 5 5 o ^?(>~'J 
•V a £ ©:t7*^:^x ^7 FliSlj3- F O I D tmf\7 F bX 

LAD©fi^wH'ifrSo iKot^nm^s i\-^7.]-tiy\f. 

a-^? Attllftj3|fOv:?-.-i>>©^A^^W^IBtit. S 
/c. *X Fnytfa-^' A©i.^F«^a{ipjT©V:^-5>~ 



^'bilgiJn-^FO I D. iTbV^:t7"^:^I^ b7FUX0 
AD, mW*>t7i^~xi7 MiSiJn-FO I DT^^S 
(0 :) ^ti&^*;^h3ytfa-^A©«ffiit-e 

x^F/FL-xoAD ;&MrT mmm^M^o im 

mUr:. tt. ilffiHffaa©^7''S> X ^' F 7 F l^X O A D 
•QV^Tl/^/c^''fi.X^y7i:, MiS^&^^-T'i^x^ Fii 
giJn-FO I DO : ©giftofri (j^O I D) 2(sri© 

[0 0 4 3] PiiBfflM^M#tt)So«^s iilSiJn^ F I 

fflM^«^fi«iU*V^ti|gij3- F I D*^-)*^66n* 
v\ cntt-^S^D, ii»J:3-F I D©®:i/Hc:ilLTttJi 
Ff3©*X F a y t°a UTV^S 1 1/^ 5 C t T-aB 

*i/>c:t, ft^fcbrfSffl-r-s;§*XF3>'t:° 
r S 73 iS i: b T, 7 7 7°0« *X 

7°OiiBij3- F I DOfflS©Fp^S/j=5fe-3TfPi*blffil/^ 

t^xF3yt^a-^'o^«)tu^i:»5t^^*i6T^3< 

[0 0 4 4] ^T'v^^x^'FtOV^TV-i'^^p-S/gy*^" 
etSJta-as 2}-^XF^yt:°a-^?^i:'av^Ti:|WHit, 

^7'j>x ^ F mm.(Dnm^ b^sr^tna'^ /c/c 

b, »#t©*X Fnytfa-^^aftfflT-t^&^tna'fe 
&*V\ ^XFnytfa-^tt^t/v'x^' FO^x-^ 

{SfflbTV^Si£:NS;<jN^fe;S. ^'i-*^&m/'c«-a-^ #fj 
Jfeffl-*Xin>'.E_a--5Mf«iri-JSJ;J)_^ 

a ©Drftfiif ffij-p^ ^ y i> X ^ F (om-T^mi t na'ffi^ y 

[0 0 4 5] :t7~5>'xi' F-^^i^V-i^a 
sFX F3ytf:i-^fOif-a-t(3;tA.i!|H]b?Sa„ sl-7" 

7~i>x^' Ffcffi^ii^SiJDST. d.^M*T^^--^-^--X 

[0 0 4 6] *fg[i©^-!ST-tt. «©^iStJ:fc^S 
h ^ b /c fc § * X F n i^- tf a - i: ©aft -effl 

So «^t©r-^^-^-x©i^Y«^«^/tt 



SKbr*5tttf. jFX F3yi:fi-:5;;6^^©igHFftMo 

[0 0 4 7] j-:^±t3zE^/cj; ^ if%m\m'3<.±m 

X©l|**^m-et. S/c, 4^XF^^'t^a-^?©^SI 
*^IffiW^^:?|JilbT, fail b;&^J-n^^&p>4^vt^x F3 

[0 0 4 8] *|gHJ!©a*Rwr-fes^A^msaug^:^-s 

ffi^ffifelCDK'tt. Hf^3S;A^&¥:*^©. ^ 

[SI] 

Dk'CEk (M))=M 

[0 0 4 9] DES (Data Encryption Standard, FIPS 
PUB 46, National Bureau of Standards, Washington, 
D.C. (Jan. 1977) ) t^^(r)immt^X\ts K = K' 
1976^ptD!fflle i;Heilman t J:'jTffi/>$ 

:W. Diffie and M. Hellman, "New Direction 
in Cryptography ", IEEE Transactions on Inforniati 
OTLTheory Vol. IT-22(6) pp. 644-654. Nov 1976 

So 

[0 0 5 0] 'mmn^-nys.\i.. ±aibrcct5 Bt-^ 
-mzmm-mm)- hmm\-cm?)m-mmm)- :m ^- 

5 © t b^A^P^a*^ B«ffia!«r WJ bii < b/cBg^MJi 

X-rAT-tt. ^rL-1f" Ot^XF^>'t^.a-^^) Att2'D 
©i!KA tmu ' ^|#-3TV^S„ UKa ai^tnf 

tfrts ^A«x-^;-^-xfcss^nTv^5„ ^^Wt^' 

- 4? -^-X tt s A S t ^ ©1^ r^it K A 

-9" A © ;5^;6^5;p -3 T ^ S „ A :0"!¥3^M ^ffiSJIifc 

^^'^-X^^PiSIKb n.— tfBfcBf^S: 
[ii(2] 

• C = Ekb(M) 
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M-Dkb<C) 

feS/cfe. n-^fBm©n-^j-WS:M^#Sco;&K 

[0 0 5 1] 'Arm9§^^m^rtm (*Am$M) mi 

[i(4] 

M=Ek (Dk'CM) ) 

C = Dk.'(M) 
M=Eka CO 

on- t/ A 0 % b raffil- S ii i: t ;f3: 

!/■>„ 

[O 0 5 2] i.^»llf^©*MiJfcbT«. 

: R. L. Rivest, A. Shamir and L. Adleman, 
"A Method for Obtaining Digital Signatures and Pu 
blic-Key Cryptosystems ", Communications ofthe ACM 
Vol 21(2) pp. 120-126 , Feb. 1978 

[0 0 5 3] IP')tfc^<©ayi^a-^f^#€S'^oy 

^A^r>»f=-^-<-xa^3W^I•rs©;^J^~^}l-psSo ij^j 



x.«\ ±3£EL/£^Ml (Butler Lampson, Martin Abad 
i, Michael Burrows, and Edward Wobber, "Authentica 
tion in Distributed Systems: Theory andPractic 
e ", Proceedings of the 13th ACM Symposium on Oper 
ating System Principles^ October 1991) fiifBKSti 
rcLampson P)®>'Xri^©H5''iJ%^K^-r„ 
[0 0 5 4] gl3t:\ iH^Co, Ci, Ca.-Cii. C12, 
•••C21, C22, •••tifflfS*fT^3yt°a-^' (ft») 
*^LT«3D. UK, K' A^BRt^iMSEK 

by-i'i'XT^i^^tglESnTV^Sny 

IB^Ci f3;:3ytfa-^ci, cii„ C12, ■■•^f^g 

-rSnytfa-^'^^LTSBO, nyi^a-^? Cii, C 
12, ••■©^^TOKii, K12, -^fBltbTV^Sl^MSlT 
-^?-«;-XDBi ^}f-3TV^5o IWIilt, aytfa-^? 
C2j*n>'kfa-^fC2, C21C22, ■■■^'f'^^-rsnytf 
n:^t:°a-:JfC2i, C22, •■■©l^HfiaK 
21, K22, ■••^lB'ltLTi/^l>^i>M«-r-^'^-XDB2 

Co , Ci, C2,■•■^'^ta•r«3ytfa-^7•r-a6i^^ riy 

tfa-^Ci. C2,-©l^MliKi, K2, ••■«:iaiibT</^«. 
d>«x-^-^-XDBo ^ifoTl/^So ^ayifa.- 

[0 0 5 5] C:©yXri^T-a. ^il®'r-:5f-<-X*^ 

XDBi ;&J?i-:3aytfa-^?Ci ©l^r»1»Ki A^~^46A 

V^if-a-^ rnytfa-^f Ciz©i>MitttKi2f afcSo. J 
tV^5ji{t35:%Mi2i;-rntt\ nytfa-^^Ci 
ytfa-^CiitclI-g-^DKi ' (M12) ^jM-pTfce)?u 

Mi2 = Eki (Dki ' (M12) ) fii/O^fcnytfa- 

^Cii., C12, ■••©i.^MKn, K12, ••■^IEb<iJx. 
StfigbTl-^S. 

[0 0 5 6] j-^Sfc4§3yl^a-^*^ms j;5?3;=i 

i.^iiit-r'-^^-^-x^i«fci^s bTv> < ie;^s*^$So f^j 

nyt;a-^;Cn*^nyt°a-^JC2i©d>Mif«: 



Ci Kmh^VBu' (Mo ) ^jM-3TfcP.5o nytfa 
-^Ciia^^P,|«Ki ^fflV^TMo =Eki (Dki (M 

0 ) ) %#S„ C2<D{iimm.i>tK2 

-^Co K)|iA.t?DKo (M2 ) ^SrJM'^TfeS.^o ^^ytf 
a - C 11 tt^feS i;1#/c:^A^I^il K 0 V >T M2 = E K 0 
(Dko (M2 ) ) Stit, r3yifa-^C2i 

©^^P3»i;K2i^'feS„ J i:V^aafg3^*M2i fc-rsfc 

n>'tfi-^;C2 imh^^'Du' (M21) *3M-3T 
fep,5o n>'t°a-^^Ciiti5fee^t#/ci>WK2 ^ffl 
I/^TM2i = Ek2 (Dk2' (M21) C^LTny 
tf a - ^ C 2 1 © a K 2 1 # S d t T t S o C il 
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— 3^ t 5 © 3 y tf a - ^ cOl^r«%IE b < iTK. § t 

[0 0,5 7] ^slH-r?.^§»SS^)iii«3yti°3.-^;©SSf 
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§3ytfa-^tt. 
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^jSgTn cD«-tfc05-fes filHbfenytfa-^fco:?,^* 
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XrAtc^JV^T. fHl|-r2>3yh°a-^©S;^?ie,bT 
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k D1-a C kT\ A«^>Si(i^XTAT 
__^._._/J^ffl«a>'X_^i,ilMm©jtMJt5r^^^ 
So tfc. ^ns^<S»l4*lg*b:&v^«^tt. fclgfi'^J 
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[0 0 7 2] ztb\z.Mmcr>ti^\i.s »©:^:StJ:t^ 

Sk. »b/c5feKfeS*Xh3yi£a-^fcO)lfflT 
S bTatta\ *X b ny tf a-^*^'^©iimfcS 
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